Cohere: Managing Differential
Privacy in Large - Scale Systems

g ¢ €

& >

Nicolas Kuchler Emanuel Opel Hidde Lycklama Alexander Viand
ETH:zlrich ETH:zlrich ETH:zlrich intel.




Statistical Release

How can we release useful information without compromising privacy?

@ Analysis 7 @ g:i(;llary
[

Personal
Data Release




Statistical Release

How can we release useful information without compromising privacy?

=

Personal
Data

e

Industry

Analysis

IS

Academia

f?

Release

=

Auxiliary
Data



Statistical Release

How can we release useful information without compromising privacy?

@ Analysis ? @ g:i(;llary
[

Personal
Data Release

YT | 8 | &t

Industry Academia Service Users Government Population




Statistical Release

How can we release useful information without compromising privacy?

@ Analysis 7 @ g:i(;llary
[

Personal
Data Release




Statistical Release

How can we release useful information without compromising privacy?

Analysis 7 @ g:i(;llary

Personal
Data Release

. . . Name |Region ... |Value
Anonymization HCH 00

Redact Personally Identifiable Information OE 737




Statistical Release

How can we release useful information without compromising privacy?

Analysis 7 @ g:i(;llary

[
Personal
Data Release
. . Name |[Region | ... |Value
* Anonymization = oo
Redact Personally Identifiable Information OE 737

. Descriptive
Release Aggregates |ﬂ_”_|]_” Statistics / @Model



Statistical Release

How can we release useful information without compromising privacy?

Analysis 7 @ g:i(;llary

[
Personal
Data Release
Privacy Attacks
. . . Name |Region ... |Value
ﬁ Anonymization | o~ 100 € Re-ldentification (0'2';.)
Redact Personally Identifiable Information DE 537
([ a9al Database (C?ﬁ%%s)
Y :
ﬁ . Release Aggregates ‘ Descriptive / g me Reconstruction 2010

Statistics

e Q, Membership
. ® |nference LLM

8



Differential Privacy

Mathematical definition of privacy in the context of statistical releases



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

D1
‘ & Analysis M(Dl) |‘inNﬂ-|]

Result A

10



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

P
as

D2

Analysis M (D) |‘inNﬂ-|]

Result A

Analysis M (D3) |‘j_nN_ﬁ_|]

Result B

11



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

D1
‘& Analysis M (D) m ~

Result A ;??
~ @0
D2
“ Analysis M(D2) m )

Result B

12



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

D1
‘& Analysis M (D) m ~

Result A ;??
~ @0
D2
“ Analysis M(D2) m )

Result B

13



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

D1
‘& Analysis M (D) m ~

Result A ;??
~ 00
2
.‘ Analysis M (D3) m y,
Result B

Pr(M(D,) e 8] <e°- Pr{M(D;) € S|+ 6

14



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

D1
‘& Analysis M (D) m ~

Result A

?

{9
? .
~ 00
D2
“ Analysis M(D2) ‘N:HDH _/ Intuition
Result B (8’ 6)
Data + | /\

Pr [M(Dl) S S] < e Pr [M(Dz) -~ S] + 0 Noise

15



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

Has ‘s data been included?

D1 Privac i
y Cost Privacy Leakage
‘ & Analysis M(Dl) m ~
?
Result A : (§5) low
€,

20
?o
~ Q0O
D2
- - Analysis M(D2) ‘NHH ) Intuition

(€, 6)

Data + /\

Pr [M(Dl) S S] < e Pr [M(Dz) -~ S] + 0 Noise

Result B

16



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

Has ‘s data been included?
D1 Privacy Cost Privacy Leakage
‘& Analysis M (D) m ~
? .
Result A ,')? : g
d O (g, 6)
-~
D2
B2 | Anaysi M(D,) ‘Nﬂ I] ) Intuition
Result B (8’ 6)

Data + /\

Pr [M(Dl) S S] < e Pr [M(Dz) -~ S] + 0 Noise

17



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

Has ‘s data been included?
D1 Privacy Cost Privacy Leakage
‘ & Analysis M(Dl) m ~ .
0 [ B
Result A ,')? : % _
d O (g, 6)
-~
D2
B2 | Anaysi M(D,) ‘Nﬂ I] ) Intuition
Result B (8’ 6)

Data + /\

Pr [M(Dl) S S] < e Pr [M(Dz) -~ S] + 0 Noise

18



Differential Privacy

Mathematical definition of privacy in the context of statistical releases

Has ‘s data been included?
D1 Privacy Cost Privacy Leakage
‘ & Analysis M (D7) m - ; high &
, | BT
Result A ;)?
d O (g, 8)
-~ >
D2
B2 | Anaysi M(D,) ‘Nﬂ I] ) Intuition
Result B (8’ 5)

Data + /\

Pr [M(Dl) S S] < e Pr [M(Dz) -~ S] + 0 Noise

19



From Theory to Practice

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith

Theory

a

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

20



From Theory to Practice

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith

10 13

Theory’

904

400

a

2006 2007 2008 2009 2010

2016

2017

2018

2019 2020 2021 2022 2023

21



From Theory to Practice

904
- 497
Calibrating Noise to Sensitivity in Private Data Analysis - 400
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith _ S
6 10 13 24 46 23 50 T 30 1
Theory
2006 \ 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 202?:
OnTheMap RAPPOR Redistricting Data
US Census Google US Census 2020
Y N ,
-/ -/
2008 2014 2021

Real-World Applications

22



From Theory to Practice

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith

904

400

6 10 13 24 46 23
Theory

2006 \, 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
OnTheMap RAPPOR Redistricting Data DGA PETR
US Census Google US Census 2020 EUd2 US a2
Y 7 2> <§ R

-/ -/
2008 2014 2021 2022 2023

Real-World Applications

23



From Theory to Practice

904
- 497
Calibrating Noise to Sensitivity in Private Data Analysis - 400
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 2l
6 10 13 24 48 23 50 L 30 T
Theory
2006 \, 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 202?:

OnTheMap RAPPOR Redistricting Data DGA PETR
US Census Google US Census 2020 EUd2 US a2
2008 2014 2017 [ SCXO Y llin 2021 2022 2023

Real-World Applications

24



From Theory to Practice

Mechanism Design
DP Variants Local DP  Synthetic Data 671

Local Sensitivity DP-sGh 200 497

Composition Theorems 904

Calibrating Noise to Sensitivity in Private Data Analysis -
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith \ o N

120

10 13 24 46 23
Theory
2006 \, 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 202?:
OnTheMap RAPPOR Redistricting Data DGA PETR
US Census Google US Census 2020 EUd: US
2008 2014 2017 | SCXo R Hlin| 2021 2022 2023

Real-World Applications

ZEZ diffprivib (& google-dp <i> pipeline-dp
Accessibility P NP P

. o/ \J \J \J o/ \J G/
Developer Tooling | | | |

‘¢ tf-privacy # opendp ‘® opacus ¥ tumult

\ 4

25



Deploying DP Applications

o)

Image Dataset

Documents

s

Relational Data

~ Pytorch (&1, 61)
' Opacus DP
ML Model
Pytorch (82, 52)
® Opacus @ DP
ML Model
o Tumult ‘Nl] l] (&3 &)
= Analytics
SQL Analytics



Deploying DP Applications

lo I_ —~ Pytorch

Opacus

Leakage (g4, 6,)
@J €1, 51
ML Model %

Image Dataset

= ~,  Pytorch (£2, 62)
= * Opacus @ DP
Documents ML Model
Ei e Tumult m (3, 33)
= Analytics DP
Relational Data SQL Analytics

NN NS



Deploying DP Applications

o)

Image Dataset

Documents

s

Relational Data

Leakage (&1, 61)
Pytorch 81' 51
Opacus %
ML Model

Leakage (g, 82)
~ Pytorch 82’ 52
' Opacus %
ML Model
= Tumult (83’ 83)
= Analytics DP

SQL Analytics



Deploying DP Applications

5 Leakage (g4, 6,)
I. — - Pytorch 81' 1)
o ,
~N 9 Opacus é %
Image Dataset ML Model

Leakage (g, 82)
T @ Pytorch @ €2, 52)
= ~.~ Opacus %
Documents ML Model

Leakage (&3, 63)
E = Tumult (€3, 83)
= Analytics DP % @
SQL Analytics

Relational Data




Deploying DP Applications

-7
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

-
-
-

-
-
-
-
-
-
-
-
-

~<o

o)

Image Dataset

~<o
~<s

Relational Data

. Pytorch
. Opacus
., Pytorch
. Opacus
= Tumult
=  Analytics

Leakage (g4, 6,)
(€1, 61)
i % ©

ML Model

Leakage (g, 82)
@ &7, 62)
ML Model %

Leakage (&3, 853)
(£3, 63)

g % ©
SQL Analytics

30



Deploying DP Applications

"""""""" - Pytorch
r&\]' ®

Opacus

@ €1, 51) Leakage
(€1, 61) 1 @
ML Model (£2, 52) ' i
(€3, 83)

2% |

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

@ Image Dataset

NN

~ Pytorch @ £2, 52) N
-~ Opacus °
ML Model O
= Tumult N £3 83)
=  Analytics
““““ Relational Data SQL Analytics

~<o
~<s

o—

31



Cohere: Managing DP

Seo
~
SS
~
~
~
~
~
~
~
S

SS
S
~
~
~
~
~
~
~
S
~

o)

Image Dataset

________

__________

Documents

et

. Relational Data

Shared Privacy State

. Pytorch @ (€1, 81)
. Opacus DP
ML Model
. Pytorch (&2, 62)
® Opacus @ DP
ML Model
= Tumult N (€3, 83)
= Analytics |ll|1[|.|] DP
SQL Analytics

Data Layer

DP Management Layer

Application Layer



C1: Coordination Problem

Cohere: Managing DP = &l

__________

Multi-Team Multi-App Multi-Library
I- . Pytorch 31 51)
o
A~ ¥ Opacus
Image Dataset ML Model
CA C . - CA CA C
= . Pytorch 82 52)
el L
= Opacus
Documentsﬁ ML Model

'E e Tumult ‘ n || (&3, 53

Analytics
- Relational Data SQL Analytics

oo
o
S
S
e
~
~
SS
1~
~
SS
~
SS

Data Layer DP Management Layer Application Layer



Cohere: Managing DP

oo
~
SS
Ss
S
SS
SS
~
SS
1~
~
SS
~
SS

ol

Image Dataset

_________

..........

Documents

e

“~-.__ Relational Data

Shared Privacy State

g‘?? g‘u? % 7
ps+@-=+m= <=
81,51 82,52 33,53 (8, 5)

DP
C2: Composition Complexity

C1: Coordination Problem

%]l [ad]

Multi-Library

Multi-Team Multi-App
Pytorch 31 51)
Opacus
ML Model
Pytorch 82 52)
Opacus
ML Model
= Tumult ‘ n ” (&3, 53)
= Analytics
SQL Analytics

Data Layer

DP Management Layer

Application Layer




Cohere: Managing DP

oo
SS
S
S
e
~
~
SS
1~
~
SS
~
SS

ol

Image Dataset

________

__________

Documents

e

“~-.__ Relational Data

Shared Privacy State

g‘?? g‘a? g‘a?
pe+p=+m= < S
£.,04 £,,05 £3,05 (g, 0)
ngn . DP
C2: Composition Complexity

Resource Planning

C1: Coordination Problem

%]l [ad]

Multi-Team Multi-App Multi-Library
Pytorch 31 51)
Opacus

ML Model
. Pytorch 82 52)
L
Opacus
ML Model
= Tumult ‘ n ” (&3, 53
= Analytics
SQL Analytics

Data Layer

DP Management Layer

Application Layer




Cohere: Managing DP

oo
~
SS
Ss
S
SS
SS
Ss
~
1~
~

SS

~
SS

ol

Image Dataset

_________

__________

Documents

e

“~-.__ Relational Data

C2: Composition Complexity

C1: Coordination Problem

%]l [ad]

Multi-Library

Resource Planning

C3: —> &1,01
Resource (& 6)-DP —— &4,
Allocation el —> £3,05
C4:

Continuity  — % s e =
Guarantee now fime

Multi-Team Multi-App
= Pytorch (€1, 81)
e Opacus DP
ML Model
=, Pytorch (&2, 62)
e Opacus DP
ML Model

L = Tumult
= Analytics

‘ n [I 33,53

SQL Analytics

Data Layer

DP Management Layer

Application Layer




Cohere: Managing DP

CA C . = CA CA C
g‘?? g‘u? % 7
pe+p=+m= < S
81,51 82,52 33,53 (8, 5)
ngn . DP
C2: Composition Complexity

C1: Coordination Problem

%]l [ad]

Multi-Library

Resource Planning

C3: —> &1,01
Resource (& 6)-DP —— &4,
Allocation el —> £3,05
C4:

Continuity  — % s e =
Guarantee now fime

Multi-Team Multi-App
Pytorch 31 51)
Opacus
ML Model
Pytorch 82 52)
Opacus
ML Model
= Tumult ‘ n ” (&3, 53
= Analytics
SQL Analytics

DP Management Layer

Application Layer




Unifying the Application Layer

" Pytorch €1, 61)
o I-
~ON ® Opacus @

Image Dataset ML Model

Ea ® Pytorch 8 5)
é ~ Opacus

ML Model

E ! Tumult ‘ I] I] 83 53)

Analytics
Relational Data SQL Analytics

Application Layer

38



Unifying the Application Layer

) I_ Best ML 8 51)
I~ AnaIyS|s

Image Dataset ML Model
= Best ML 82 52)
= AnaIyS|s
Documents ML Model

E ? Tumult ‘ n ” 83 53)

Analytics
Relational Data SQL Analytics

Application Layer



Unifying the Application Layer

) I_ Best ML 8 51)
I~ AnaIyS|s

Image Dataset ML Model
= Best ML 82 52)
= AnaIyS|s
Documents ML Model

E Best SQL ‘ n ” 83 53)

AnaIyS|s

Relational Data SQL Analytics

Application Layer



Unifying the Application Layer

l*.
AV —
lo I Best ML @ E
I~ Analysis =
- 81’51

Image Dataset ML Model

. =
Ay A
= Best ML @3 —
= ‘ Analysis . = * +
£2,0;
Documents ML Model

(¢, 5) - DP

’

1 Best SQL i %

@ Analysis P
3Y3

Relational Data SQL Analytics

Application Layer



Unifying the Application Layer

Cul
| 4
Best ML @
Analysis 5
. €
ML Model 271 o i o

—

ol

Image Dataset

= ha i Moving Beyond
== © - ’%/ = Local Optima

Documents ML Model
(g, 5) - DP
o L
= il =
1 Best SQL oA
@ Analysis ’ g
€3,03

Relational Data SQL Analytics

Application Layer



DP Libraries: In a Nutshell

3) (B
B>
J




DP Libraries: In a Nutshell

Library-specific DP Algorithm Design Universal Across Libraries
Transformation | Mechanism | Sensitivity Composition of Fundamental Mechanisms
Query (g, 8) -
bl Noise ﬁ Gaussian 3- Randomized Response

DP Com p"er I?é -g Laplace a Sparse Vector Technique

Calibrate Noise Jh-Exponential  gliDiscrete Gaussian




DP Libraries: In a Nutshell

Library-specific DP Algorithm Design Universal Across Libraries
Transformation | Mechanism | Sensitivity Composition of Fundamental Mechanisms
Query (£, 9) : -g Gaussian *Randomized Response

Calibrate Noise

— Plan Noise

: EE Lapl S Veector Techni
@) DP Compller -ﬂ aplace a parse Vector Technique

B

</

:-Exponential *-Discrete Gaussian

If we can compose all fundamental mechanisms, i:%' Composition of
we can support a variety of heterogeneous s Fundamental Mechanisms
libraries through a unified noise plan.




Unifying the Application Layer

Noise
PIan

ML Model

o) I_ Best ML
I~ Analysis

Image Dataset

Rényi DP

Best ML
Analysis

Documents ML Model
g(aq) &(ap) &(as) &(ag) ...
Noise ‘
Plan
E Best SQL .’ (g, 6) - DP
Analysis

Relational Data SQL Analytics

Application Layer

—_—]
f—)

?
(@)
o) 52

A



Unifying the Application Layer

Noise
PIan

ML Model

o) I_ Best ML
I~ Analysis

Image Dataset

Rényi DP

Best ML
Analysis

Documents ML Model
g(aq) &(ap) &(as) &(ag) ...
Noise ‘
Plan
E Best SQL .’ (g, 6) - DP
Analysis

Relational Data SQL Analytics

Application Layer

—_—]
f—)

?
(@)
o) 52

A



Unifying the Application Layer

Noise
PIan
lo I Best ML
I~ Analysis
Image Dataset ML Model
Rényi DP
"W Noise g

Plan

= Best ML
= Analysis

¢ ) ¢ )
C ) C )
¢ ) z > ——
[« ) [« )
C D C ) C D C )
C ) C ) [ ) C )
C ) C ) C ) C )
C ] C ] C ] C ]
C D C ) C D C )
¢ ) ¢ ) J ¢ ) ¢ )
C ) C ] C ) C ]

Documents ML Model
g(aq) &(az) £(03) &(ag) ...
g‘* Noise ‘
P——— k / I?A Plan

Can we do better?



Benefiting from Data Access Patterns

Noise
PIa
= Pytorch
@ Opacus
MLM odel
Noise
PIa
= Pytorch
@ Opacus >
ML Model

Noise
Plan

@ L = Tumult ‘ n || B
= Analytics

SQL Analytics

Application Layer



Benefiting from Data Access Patterns

Noise

Pb
—~ Pytorch
@ —~ Opacus

ML Model

Ega Noise

Pb
& Pytorch
@ ~~ Opacus

ML Model

Parallel Composition

Noise
Plan

@ L = Tumult ‘ l] || B
= Analytics

SQL Analytics

Application Layer

50



Benefiting from Data Access Patterns

Noise
Plan
—~ Pytorch
@ —~ Opacus
ML Model
E = =
= = £ & o0 =
Noise == =

Plan Rényi DP
& Pytorch
@ ~~ Opacus

ML Model L
Parallel Composition

Noise
Plan
@ L = Tumult ‘NI]” B
= Analytics
SQL Analytics

Application Layer

-DP

51



Benefiting from Data Access Patterns

Noise
Plan
—~ Pytorch
@ —~ Opacus
ML Model
=
@ Noise § % g % - % (81, 61) i DP

Plan Rényi DP
& Pytorch
@ ~~ Opacus

ML Model .
Parallel Composition

Noise
@ Plan
L = Tumult ‘ I] || B

= Analytics % e e = % - (82, 52) - DP

Application Layer

52



Benefiting from Data Access Patterns

Noise
Plan
~ Pytorch
@ *® Opacus
ML Model
E = =
g = == & &= oo %
Noise = = =

Plan Rényi DP
~ Pytorch
@ *® Opacus

ML Model
Parallel Composition

@ »
Plan

@ e Tumult ‘ I] “ B
= Analytics = = = (&, 52

SQL Analytics Rényi DP

Noise

Application Layer

53



Benefiting from Data Access Patterns

Noise
PIa
~ Pytorch
Opacus
MLM odel
Noise
PIa
® Pytorch
Opacus
ML M d |
Noise
Plan
= Tumult ‘ n || B
= Analytics
SQL Analytics

S @8 @8

Block Composition

Application Layer

Total:

max(




Benefiting from Data Access Patterns

o)

Image Dataset

LE

==

Relational Data

Block Composition

[Lécuyer SOSP’19]

Noise
Plan
0 Pytorch B
Opacus
ML Model
& ==
Noise —
Plan
0 Pytorch
Opacus
ML Model
Noise
Plan
- Tumult ‘NI] I] B .
= Analytics BaoEE =
SQL Analytics

@
ag @E

Application Layer Total:

max(




Benefiting from Data Access Patterns

Noise

'J_J_ Plan
= Pytorch

)

~O ( Opacus E@

Image Dataset ML Model

_ o o
e &2

Noise
Z - ytorc
é ® Opacus "
ML Model Block Composition
[Lécuyer SOSP’19]
Noise
Plan
E = 3 Tumult N B — . .
= Analytics M BE_=EE"= ag @B
Relational Data SQL Analytics

Application Layer Total: max(,[ )

56



Benefiting from Data Access Patterns

Noise
'J_J_ Plan
= Pytorch B
)
~N (4 Opacus @
Image Dataset ML Model
TN =K =
Noise — . ﬁ
J ¢ Plan
%'a 0 Pytorch B ‘/_'_’ ______
Opacus - .
ML Model Block Composition
[Lécuyer SOSP’19]
Noise
Plan
el [ e = = - _ @ O
= Analyics o U LS se=88s @ @
SQL Analytics e

Relational Data

Application Layer Total: max([_],[ )

o7



Benefiting from Data Access Patterns

Noise
'J_J_ Plan
= Pytorch B
[2)
A~ (4 Opacus E%

Image Dataset ML Model

Noise
g ¢ Plan
Eﬁ = Pytorch B
0 0O ¢
pacus
ML Model

18-LLM

Noise

Plan -
g Tumult N o = = —
= Analvtics M QL = — & BB e =
= nalytics ~ »~ R &= el === =
Relational Data SQL Analytecs Tl

B= . Statistics

Application Layer Total: max(jad,[=)) .




Fine-grained Privacy Analysis

Noise

'J_J_ Plan
Pytorch @

o

~N a Opacus

Image Dataset ML Model

ML Model
i10-LLM
Noise
% N Plan
Tumult o
- == g Analytics M B
Relational Data SQL Analytics
- Statistics

Application Layer

PIan
a Pytorch ________._—_—_—_‘_’_'_\
Opacus

Wl
I
iy
"
il
[ ]
||

Country

Partitioning Attributes

Schema must be known in advance

59



Fine-grained Privacy Analysis

Noise
Plan
' I z,  Pytorch
()
~N . Opacus %
Image Dataset ML Model
Noise

ML Model
i10-LLM
Noise
% N Plan
Tumult o
- == g Analytics M B
Relational Data SQL Analytics
- Statistics

Application Layer

PIan
0 Pytorch R
Opacus

Year of Birth

1920 2024 >
se_8s"=| " 2e_8="=
- BEa| - =_ B
=_Eme| - =_E=-o
s=8&8-8| --- s=88-8
S=88-= "' S=88-=
=_8="=| ""° =2-8="=
=BE_=Es"=| """ =_8="=

Partitioning Attributes

Schema must be known in advance

Country

60



Fine-grained Privacy Analysis
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Continuity under a Finite Budget

Ensuring Sustained Budget Allocation Over Time
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Continuity under a Finite Budget

Ensuring Sustained Budget Allocation Over Time
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Ensuring Sustained Budget Allocation Over Time
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Continuity under a Finite Budget

Ensuring Sustained Budget Allocation Over Time
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Privacy Resource Allocation
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Privacy Resource Allocation
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Multidimensional Knapsack Problem

e . y; =1 if application i is
max z Utility; * y; allocated, else 0
L € Apps
s.t. z &j * ¥i < Budget; Vj € Blocks
L € Apps

Privacy cost of application i for block j
* for simplicity we show the cost in e- DP rather than RDP
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Multidimensional Knapsack Problem
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Resource Allocation: Taming the Complexity
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Unified System Access Pattern for
Architecture Privacy Analysis
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Unified System Access Pattern for System Continuity
Architecture Privacy Analysis Guarantee
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Evaluation Scenario

Weekly Allocations
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Evaluation Scenario

Weekly Allocations
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Workload: Mixture of Analytics and ML Tasks

Request [%]

60 -
50+
40 -
30+
20 -
10 -

0

PrivateKube

Allocation Algorithms

=== Upper bound (ILP)
FCFS
I DPF } Knapsack

Approximation
I DPK Algorithms

102



Workload: Mixture of Analytics and ML Tasks
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Workload: Mixture of Analytics and ML Tasks
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Cohere: Managing DP in Large - Scale Systems
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