
Cohere: Managing Differential 
Privacy in Large - Scale Systems

Emanuel Opel Hidde Lycklama Anwar HithnawiAlexander ViandNicolas Küchler

Contact Us
www.pps-lab.com

Presented At
IEEE Security & Privacy 2024



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Personal
Data Release

Privacy Auxiliary
DataUtility

2



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Personal
Data Release

Privacy Auxiliary
DataUtility

3

Industry Academia



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Personal
Data Release

Privacy Auxiliary
DataUtility

4

Industry Academia Service Users Government Population



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Release

Privacy Auxiliary
DataUtility

5

Personal
Data



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Release

Privacy Auxiliary
DataUtility

6

• Anonymization 
Redact Personally Identifiable Information

Name Region … Value
Alice CH 100
Bob DE 237

Personal
Data



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Release

Privacy Auxiliary
DataUtility

7

• Anonymization 
Redact Personally Identifiable Information

Name Region … Value
Alice CH 100
Bob DE 237

• Release  Aggregates Descriptive 
Statistics

ML
Model

Personal
Data



Statistical Release
How can we release useful information without compromising privacy?

Analysis

Release

Privacy Auxiliary
DataUtility

8

• Anonymization 
Redact Personally Identifiable Information

Name Region … Value
Alice CH 100
Bob DE 237

• Release  Aggregates Descriptive 
Statistics

ML
Model

Privacy Attacks
Re-Identification

Database 
Reconstruction
Membership 
Inference

Personal
Data

LLM



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

9



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

10

Analysis  

Result A

D1



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

11

Analysis  

Result A

D1

D2
Analysis 

Result B



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

12

Analysis  

Result A

D1

D2
Analysis 

Result B



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

13

Analysis  

Result A

D1

D2
Analysis 

Result B



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

14

Analysis  

Result A

D1

D2
Analysis 

Result B



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

15

Analysis  

Result A

D1

D2
Analysis 

Result B

Intuition

Data    +
Noise

(𝜺, 𝛿) 



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

16

Analysis  

Result A

D1

D2
Analysis 

Result B

Intuition

Data    +
Noise

(𝜺, 𝛿) 

(𝜺, 𝛿) 

Has       ‘s data been included?
Privacy Cost Privacy Leakage

low

Users



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

17

Analysis  

Result A

D1

D2
Analysis 

Result B

Intuition

Data    +
Noise

(𝜺, 𝛿) 

(𝜺, 𝛿) 

Has       ‘s data been included?
Privacy Cost Privacy Leakage

Users



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

18

Analysis  

Result A

D1

D2
Analysis 

Result B

Intuition

Data    +
Noise

(𝜺, 𝛿) 

(𝜺, 𝛿) 

Has       ‘s data been included?
Privacy Cost Privacy Leakage

Users



Differential Privacy
Mathematical definition of privacy in the context of statistical releases

19

Analysis  

Result A

D1

D2
Analysis 

Result B

Intuition

Data    +
Noise

(𝜺, 𝛿) 

(𝜺, 𝛿) 

Has       ‘s data been included?
Privacy Cost Privacy Leakage

high

Users



arXiv keyword
Differential Privacy

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

20



arXiv keyword
Differential Privacy

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

21



arXiv keyword
Differential Privacy

Real-World Applications

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

2008

OnTheMap
US Census

2021

Redistricting Data
US Census 2020

2014

RAPPOR 
Google

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

[Desfontaines Blog, 2021]

22



arXiv keyword
Differential Privacy

Real-World Applications

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

2008

OnTheMap
US Census

2021

Redistricting Data
US Census 2020

2014

RAPPOR 
Google

DGA
EU

2022

PETR
US

2023

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

[Desfontaines Blog, 2021]

23



arXiv keyword
Differential Privacy

Real-World Applications

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

2008

OnTheMap
US Census

2021

Redistricting Data
US Census 2020

20172014

RAPPOR 
Google

DGA
EU

2022

PETR
US

2023

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

[Desfontaines Blog, 2021]

24



arXiv keyword
Differential Privacy

Real-World Applications

Accessibility
Developer Tooling

opendp opacustf-privacy tumult

google-dp pipeline-dpdiffprivlib

Composition TheoremsMechanism Design
DP Variants Synthetic DataLocal DP

DP-SGDLocal Sensitivity

From Theory to Practice

Theory

2008

OnTheMap
US Census

2021

Redistricting Data
US Census 2020

20172014

RAPPOR 
Google

DGA
EU

2022

PETR
US

2023

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith 

[Desfontaines Blog, 2021]

25



Documents

Deploying DP Applications

26

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics



Documents

Deploying DP Applications

27

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

Leakage (𝜺₁, 𝛿₁)
(𝜺₁, 𝛿₁)

DP
ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics



Documents

Deploying DP Applications

28

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

Leakage (𝜺₁, 𝛿₁)
(𝜺₁, 𝛿₁)

DP
ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

Leakage (𝜺₂, 𝛿₂)

(𝜺₃, 𝛿₃) 
DP

SQL Analytics



Documents

Deploying DP Applications

29

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

Leakage (𝜺₁, 𝛿₁)
(𝜺₁, 𝛿₁)

DP
ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

Leakage (𝜺₂, 𝛿₂)

Leakage (𝜺₃, 𝛿₃) 
(𝜺₃, 𝛿₃) 

DP
SQL Analytics



Documents

Deploying DP Applications

30

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

Leakage (𝜺₁, 𝛿₁)
(𝜺₁, 𝛿₁)

DP
ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

Leakage (𝜺₂, 𝛿₂)

Leakage (𝜺₃, 𝛿₃) 
(𝜺₃, 𝛿₃) 

DP
SQL Analytics



Deploying DP Applications

31

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

Leakage
  (𝜺₁, 𝛿₁)
  (𝜺₂, 𝛿₂)
  (𝜺₃, 𝛿₃) 

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Documents

Relational Data

Image Dataset



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State

Multi-Team Multi-App Multi-Library

C1: Coordination Problem



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State

𝜺₁,𝛿₁ 𝜺₂,𝛿₂ 𝜺3,𝛿3

+ + ≤
(𝜺, 𝛿) 
 DP

? ? ?

C2: Composition Complexity

Multi-Team Multi-App Multi-Library

C1: Coordination Problem



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State

𝜺₁,𝛿₁ 𝜺₂,𝛿₂ 𝜺3,𝛿3

+ + ≤
(𝜺, 𝛿) 
 DP

? ? ?

C2: Composition Complexity

Resource Planning

Multi-Team Multi-App Multi-Library

C1: Coordination Problem



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State

Resource Planning

𝜺₁,𝛿₁ 𝜺₂,𝛿₂ 𝜺3,𝛿3

+ + ≤
(𝜺, 𝛿) 
 DP

? ? ?

C4:
Continuity
Guarantee now

…
time

?

C3:
Resource
Allocation

𝜺₁,𝛿₁
𝜺₂,𝛿₂
𝜺3,𝛿3

(𝜺, 𝛿) - DP
Total

Multi-Team Multi-App Multi-Library

C1: Coordination Problem

C2: Composition Complexity



Documents

Cohere: Managing DP

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₁, 𝛿₁)
DP

ML Model

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application LayerData Layer DP Management Layer

Shared Privacy State

Resource Planning

𝜺₁,𝛿₁ 𝜺₂,𝛿₂ 𝜺3,𝛿3

+ + ≤
(𝜺, 𝛿) 
 DP

? ? ?

C4:
Continuity
Guarantee now

…
time

?

C3:
Resource
Allocation

𝜺₁,𝛿₁
𝜺₂,𝛿₂
𝜺3,𝛿3

(𝜺, 𝛿) - DP
Total

Multi-Team Multi-App Multi-Library

C1: Coordination Problem

C2: Composition Complexity



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer
38



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

Best ML 
Analysis

Best ML 
Analysis

39



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

Best ML 
Analysis

Best ML 
Analysis

Best SQL 
Analysis

40



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

(𝜺, 𝛿) - DP

Best ML 
Analysis

𝜺₁,𝛿₁

Best ML 
Analysis

Best SQL 
Analysis

𝜺₂,𝛿₂

𝜺3,𝛿3

+

41



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

pytorch
opacus

Tumult
Analytics

pytorch
opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

(𝜺, 𝛿) - DP

Moving Beyond
Local Optima

Best ML 
Analysis

𝜺₁,𝛿₁

Best ML 
Analysis

Best SQL 
Analysis

𝜺₂,𝛿₂

𝜺3,𝛿3

42



DP Libraries: In a Nutshell

Query
Plan

?

43



DP Libraries: In a Nutshell

DP Compiler
Calibrate Noise

Noise
Plan

(𝜺, 𝛿)

2x

σ = 5.0

Query
Plan

?

Library-specific DP Algorithm Design
Transformation | Mechanism | Sensitivity

Gaussian

Laplace

Exponential

Sparse Vector Technique

Discrete Gaussian
…

Universal Across Libraries
Composition of Fundamental Mechanisms

Randomized Response

44



DP Libraries: In a Nutshell

DP Compiler
Calibrate Noise

Noise
Plan

(𝜺, 𝛿)Query
Plan

?

Library-specific DP Algorithm Design
Transformation | Mechanism | Sensitivity

Gaussian

Laplace

Exponential

Sparse Vector Technique

Discrete Gaussian
…

Composition of
Fundamental Mechanisms

If we can compose all fundamental mechanisms, 
we can support a variety of heterogeneous 

libraries through a unified noise plan.

Universal Across Libraries
Composition of Fundamental Mechanisms

2x

σ = 5.0
Randomized Response

45



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

pytorch
opacus

Tumult
Analytics

pytorch
opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

Best ML 
Analysis

𝜺₁,𝛿₁

Best ML 
Analysis

Best SQL 
Analysis

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

(𝜺, 𝛿) - DP

Rényi DP               [Mironov 2017] 

𝜺(α1)   𝜺(α2)   𝜺(α3)   𝜺(α4)   …    𝜺(αN) 

46



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

pytorch
opacus

Tumult
Analytics

pytorch
opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

Best ML 
Analysis

𝜺₁,𝛿₁

Best ML 
Analysis

Best SQL 
Analysis

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

(𝜺, 𝛿) - DP

Rényi DP               [Mironov 2017] 

𝜺(α1)   𝜺(α2)   𝜺(α3)   𝜺(α4)   …    𝜺(αN) 

47



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Unifying the Application Layer

pytorch
opacus

Tumult
Analytics

pytorch
opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

Best ML 
Analysis

𝜺₁,𝛿₁

Best ML 
Analysis

Best SQL 
Analysis

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

(𝜺, 𝛿) - DP

Rényi DP               [Mironov 2017] 

𝜺(α1)   𝜺(α2)   𝜺(α3)   𝜺(α4)   …    𝜺(αN) 

Can we do better?
48



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

49



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Parallel Composition 
[McSherry 2009]

50



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Parallel Composition 
[McSherry 2009]

(𝜺₁, 𝛿₁) - DP
Rényi DP

51



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Parallel Composition 
[McSherry 2009]

(𝜺₁, 𝛿₁) - DP

(𝜺₂, 𝛿₂) - DP

Rényi DP

Rényi DP

52



(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Parallel Composition 
[McSherry 2009]

(𝜺₁, 𝛿₁) - DP

(𝜺₂, 𝛿₂) - DP

max

Rényi DP

Rényi DP

53



Block Composition 
[Lécuyer SOSP’19]

(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Total:   max(    ,    ) 54



Block Composition 
[Lécuyer SOSP’19]

(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
DP

ML Model

(𝜺₃, 𝛿₃) 
DP

SQL Analytics

Application Layer

𝜺₁,𝛿₁

𝜺₂,𝛿₂

𝜺3,𝛿3

Noise
Plan

Noise
Plan

Noise
Plan

Total:   max(    ,    ) 55



Block Composition 
[Lécuyer SOSP’19]

(𝜺₁, 𝛿₁)
DP

ML Model

Documents

Benefiting from Data Access Patterns

Pytorch
Opacus

Tumult
Analytics

Pytorch
Opacus

Relational Data

Image Dataset

(𝜺₂, 𝛿₂) 
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Partitioning Attributes
Schema must be known in advance
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Partitioning Attributes
Schema must be known in advance

- StatisticsFine-grained Privacy Analysis allows 
for a tighter Composition.
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Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

Resetting 
Budget
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Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP ViolationResetting 
Budget

73



future 
groups

Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP Violation

User
Rotation

Resetting 
Budget

retired
groups

active
groups

74



future 
groups

Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP Violation

Biased Set of
Active Users

User
Rotation

Resetting 
Budget

retired
groups

active
groups

75



future 
groups

Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP Violation

Biased Set of
Active Users

Budget Guarantees
with Unlocking

User
Rotation

Resetting 
Budget

retired
groups

active
groups

76



future 
groups

Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP Violation

Biased Set of
Active Users

Budget Guarantees
with Unlocking

User
Rotation

Resetting 
Budget

retired
groups

active
groups

77



future 
groups

Continuity under a Finite Budget
Ensuring Sustained Budget Allocation Over Time

DP Violation

Biased Set of
Active Users

Budget Guarantees
with Unlocking

User
Rotation

Resetting 
Budget

retired
groups

active
groups

78



Privacy Resource Allocation

Potential Applications

Data Requirements
Partitioning
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Privacy Resource Allocation
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Privacy Resource Allocation
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Privacy Resource Allocation

max	 %
!	∈	$%%&	

𝑈𝑡𝑖𝑙𝑖𝑡𝑦! ∗ 𝑦! 	

Potential Applications
𝑦! = 1    if application 𝑖 is   
              allocated, else 0 

Objective:
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Privacy Resource Allocation

max	 %
!	∈	$%%&	

𝑈𝑡𝑖𝑙𝑖𝑡𝑦! ∗ 𝑦! 	

𝑠. 𝑡. 	 %
!	∈	 $%%&

𝜺!' 	 ∗ 	𝑦! 	≤ 	𝐵𝑢𝑑𝑔𝑒𝑡' 	 ∀	𝑗	 ∈ 𝐵𝑙𝑜𝑐𝑘𝑠

Potential Applications

Available Blocks

Multidimensional Knapsack Problem

𝑦! = 1    if application 𝑖 is   
              allocated, else 0 

Privacy cost of application 𝑖 for block 𝑗
              * for simplicity we show the cost in 𝜺- DP rather than RDP

Objective:

Budget Constraints:
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Privacy Resource Allocation
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max	 %
!	∈	$%%&	

𝑈𝑡𝑖𝑙𝑖𝑡𝑦! ∗ 𝑦! 	

𝑠. 𝑡. 	 %
!	∈	 $%%&

𝜺!' 	 ∗ 	𝑦! 	≤ 	𝐵𝑢𝑑𝑔𝑒𝑡' 	 ∀	𝑗	 ∈ 𝐵𝑙𝑜𝑐𝑘𝑠

Potential Applications

Available Blocks

Multidimensional Knapsack Problem

𝑦! = 1    if application 𝑖 is   
              allocated, else 0 

Privacy cost of application 𝑖 for block 𝑗
              * for simplicity we show the cost in 𝜺- DP rather than RDP

Objective:

Budget Constraints:
… …
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Problem Size depends only on Requests
rather than the domain size of the partitioning attributes
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Unified Data Layer

Privacy ID with
Partitioning Attributes
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Unified System 
Architecture

Population

Subsampling
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Composition

Dimensionality 
Reduction

max	 %
!	∈	$%%&	

𝑈𝑡𝑖𝑙𝑖𝑡𝑦! ∗ 𝑦!	

𝑠. 𝑡. 	 %
!	∈	 $%%&

𝜺!' 	 ∗ 	𝑦! 	≤ 	𝐵𝑢𝑑𝑔𝑒𝑡'	 ∀	𝑗	

Multidimensional 
Knapsack

Access Pattern for
Privacy Analysis

System Continuity 
Guarantee

Resource
Allocation

time

Available Budget

Min Guarantee

Budget Guarantee 

Periodic Planning

1 2 3 4

Accept

Reject

Applications

for simplicity in 𝜺- DP



Evaluation Scenario
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Weekly Allocations

~500 Requests / Round
𝜺 ∈ [0.01, 0.75]    𝛿 =10-9

Total Budget
𝜺 = 3    𝛿 =10-7
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Evaluation Scenario

… 40 Weeks

Weekly Allocations

~500 Requests / Round
𝜺 ∈ [0.01, 0.75]    𝛿 =10-9

Total Budget
𝜺 = 3    𝛿 =10-7

Baseline

PrivateKube
[Luo et al. OSDI’21]

Fixed Coarse-Grained
Privacy Analysis
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Allocation Algorithms
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Allocation Algorithms
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Ours

Workload: Mixture of Analytics and ML Tasks

9x

without support for
partitioning attributes



Cohere: Managing DP in Large - Scale Systems

105

DP
Theory 

Practice 

System-wide DP Guarantee
Cross-framework Compatibility and Efficient Privacy Analysis

System Continuity
Ensuring Sustained Budget Allocation Over Time

Resource Allocation
Distributing Budget across various Applications
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