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→ EU Data Governance Act (DGA) 
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privacy preserving access

effective from 2023

109



TrainingInference

Privacy-Preserving Machine Learning

Client y

x

Service Provider

Private Inference Private Training

Privacy, 
Model Stealing, 
Model Evasion

Privacy,
Liability

Privacy, 
Regulation,
Competition

110

(e.g., MPC, FHE) (e.g., MPC, FHE)



Performance Gap

Theory to Practice: Barriers to Broad Adoption 

111

Complexity

Secure 
Computation 

Application
Demands

Practical for numerous applications but remains 
beyond reach for constrained use cases.

There's a gap between the capabilities of PETs today and 
organizations' ability to incorporate them into applications.



Performance Gap

Theory to Practice: Barriers to Broad Adoption 

112

Complexity

Secure 
Computation 

Application
Demands

Practical for numerous applications but remains 
beyond reach for constrained use cases.

There's a gap between the capabilities of PETs today and 
organizations' ability to incorporate them into applications.



113

Fully Homomorphic Encryption 

x Encrypt

Decrypt

KeyGen

𝑓(𝑥)

Enables computation on encrypted data  

ks

kp



114

Fully Homomorphic Encryption 

x

Enc(𝑓(𝑥))

Enc(𝑥)Encrypt

Decrypt

KeyGen
Eval
𝑓(. )

𝑓(𝑥)

Enables computation on encrypted data  

ks

kp

kp,  kev



115

Fully Homomorphic Encryption 

x

Enc(𝑓(𝑥))

Enc(𝑥)Encrypt

Decrypt

KeyGen
Eval
𝑓(. )

𝑓(𝑥)

Delegate the processing of data without giving away access to it

Enables computation on encrypted data  

ks

kp

kp,  kev



40 Years of FHE History 

RSA ‘78

GM ‘82
El-Gamal ‘85

RAD ‘78

Benaloh ‘94

Paillier ’99

PHE SWHE FHE

BGN ‘05

IP ‘07

SYY ‘00

116

Gentry ‘09

1980 1990 2000 2010 2020



40 Years of FHE History 

RSA ‘78

GM ‘82
El-Gamal ‘85

RAD ‘78

Benaloh ‘94

Paillier ’99

PHE SWHE FHE

BGN ‘05

IP ‘07

SYY ‘00

117

Gentry ‘09

30 min

1980 1990 2000 2010 2020



RSA ‘78

GM ‘82
El-Gamal ‘85

RAD ‘78

Benaloh ‘94

Paillier ’99

PHE SWHE FHE

BGN ‘05

IP ‘07

SYY ‘00

BGV ‘11

118

BFV ‘12

CKKS ‘16

GSW ‘13

TFHE ‘16

ZAMA ‘20
Gentry ‘09

30 min

1980 1990 2000 2010 2020

40 Years of FHE History 



RSA ‘78

GM ‘82
El-Gamal ‘85

RAD ‘78

Benaloh ‘94

Paillier ’99

PHE SWHE FHE

BGN ‘05

IP ‘07

SYY ‘00

BGV ‘11

119

BFV ‘12

CKKS ‘16

GSW ‘13

TFHE ‘16

ZAMA ‘20
Gentry ‘09

30 min
0.01 s

1980 1990 2000 2010 2020

40 Years of FHE History 



1E+00

1E+02

1E+04

1E+06

1E+08

1E+10

1E+12

2008 2010 2012 2014 2016 2018 2020 2022 2024 2026

Performance Overhead

Fully Homomorphic Encryption

121

P
er

fo
rm

an
ce

 O
ve

rh
ea

d 
 

Graph Adapted from Kristin Lauter, Talk @PriCon2020

Naturally Data-
Oblivious Applications



Real-world use Started to Emerge
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Apple Live Caller ID Lookup
(Private Information Retrieval)

Microsoft Edge Password Monitor
(Private Set Intersection)
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FHE Commercialization
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Developing and Deploying Privacy-preserving Applications is 

Notoriously Hard



140

What does “developing these applications” entail?
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𝒇
Crypto

Functionality and performance depend on 𝒇’s representation:
• How do we express 𝒇
• How do we optimize 𝒇

NoiseData Oblivious Arithmetization

𝒂 𝒃
𝟑
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(IEEE S&P’21, USENIX Security‘23 )
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Advanced 
Cryptography 

Programming 
Languages

Usable FHE

1

2

What makes developing FHE applications hard?

How can compilers address these complexities?
[USENIX Security’23]

[IEEE S&P’21]
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Fully Homomorphic Encryption Programming Paradigm 
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}
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void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);

}
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𝒇

Data Oblivious

Secret Index / Pointer

No (efficient) Random-Access Memory

if (c) {
//
} else {
//
}

Worse-than-Worst-Case Runtime

t = //
f = //
if = c*t + (1-c)*f

𝑂 𝑂 +
average always
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{
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return r;
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Accessibility
FHE Developer Tooling
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Existing tools make important contributions, 
but are very narrowly focussed 
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Developing FHE Applications
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void f(vec v, vec u){
ctxt sum = 0;
for(int i = 0; i <  

v.size(); ++i){
sum += (v[i]!=u[i]);

}
return sum;

}

𝒇

Circuit Optimizations

𝒂 𝒃

𝟑
Relinearization

Mod Switching

Arithmetic
Circuit

Developer

𝑧 𝑧
3

𝑏𝑎

Bootstrapping
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void f(vec v, vec u){
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}
return sum;

}

𝒇

Crypto OptimizationsCircuit Optimizations Target Optimizations

FHE

ℤ 𝑿 /(𝑿𝒏 + 𝟏)

FFT/NTT

𝒂 𝒃

𝟑
Relinearization

Mod Switching

Arithmetic
Circuit

Developer
Individual Tooling

Bootstrapping



HECO 

175

void f(vec v, vec u){
ctxt sum = 0;
for(int i = 0; i <  

v.size(); ++i){
sum += (v[i]!=u[i]);

}
return sum;

}

void hd(vector<sbool>u,           
vector<sbool>v){

sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

𝒇

Crypto 
Optimizations

Circuit 
Optimizations

Target 
Optimizations

FHE

ℤ 𝑿 /(𝑿𝒏 + 𝟏)

FFT/NTTMod Switching

Relinearization

Bootstrapping

𝒂 𝒃
𝟑

Arith. Circuit

Developer

Program Optimizations

Batched
(SIMD)

Scalar

Look-Up 
Tables

0
1
1
0
0
1

Binary 
Emulation

Arithmetization Layout



shuffle

int[] foo(int[] x,int[] 
y){

int[] r;

for(i = 0; i < 6; ++i){
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void f(vec v, vec u){
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Standardizing the FHE Ecosystem

▪ Open design meeting every two weeks
▪ Participants from across industry and academia

▪ Companies: Google, Intel
▪ Startups: Zama, Cryptolab
▪ University: ETH Zurich, KU Leuven
▪ Hardware developers: Optalysys, Niobium (Galois)

Meeting calendar 
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HEIR: Working Group on Compilers & Accelerators (heir.dev/community/ )
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Future Directions in the Evolution of Secure 
Computation Tools
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Work aims to democratize access to privacy-preserving 
computation with new tools, systems, and abstractions.
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