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Software Vulnerabilities

Insider Threats

Where the sensitive information is
concentrated, that is where the spies
will go. This is just a fact of life. 99
former NSA official Ken Silva.
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End-to-End Encrypted Systems
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Modern Cryptography

data at rest
secure storage

Ubiguitous Adoption Just Starting

Conventional Crypto «———

— Advanced Crypto

« Homomorphic Encryption
» Secure Multi-party Computation
« Zero Knowledge Proofs

B
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Security

Encryption & Digital Signature

data in transit data in use
secure communication secure computation



Fully Homomorphic Encryption

Enables computation on encrypted data
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Delegate the processing of data without giving away access to it
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FHE will soon be practical for a wide set of applications, but ...



Developing FHE Applications remains
Notoriously Hard
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a What makes developing FHE applications hard?

e How are compilers addressing these complexities?
9 Roadmap to End-to-End FHE development

@ HECO: Automatic Code Optimizations for FHE
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FHE:
. Theory to Practice

Enc(0) ®
. En
. c(1) Learning With E
rrors

°
°
°
o
n

. Cc= @
i=1 lS" + e

wh $
ereaezneiz
’ s En

Ly e
o e
P
S
1 - Efficient Fally Homomor! Shic Enery’ otion from S\mn\un\‘ LWE
Dle,
e Nepy;
e ing ik Brokert \\\\m\\'.n‘um\.\\u\ﬂmn‘
Aoy "% Gy
Ene, try
ryp S
VDt SF
o Ton S"'”y. B, R
g G Chey, om, o prest 8 00 \\.u.m.\.m.w. pon s e sy 08 4 (sandard
N ttry.e e 0oy 1\ it 0 eors (LNE) oy K o DVE: e o0 iy of o
iy P . "D s baed o1 oo e = i oy e
o By ,,,‘ Shaj By by O cor ‘\ o vious works " o aspects
lm.\,\ o gt oot ey L e e pomonY e W\.«m...\u ool o VE 528
o s e I s D car ‘mm.\\...k\\.\ et Ty e on com o o
pe el ,’”‘“w"ﬁ"»’w, e ca 8 o 2 o
0 hopy ‘»,,,,;,; Oy e o b . e des b P e
- g e e — «,,‘, o e mum vdukm\..\vmpn i o mm.m\.u.\n. e 0 reduce
o hat 5 Vmu\un\n-. S S e st s SRR ay
o A e el (P g T e
\\ snde o e P oo e s e bis 7t
oy :'l
£
— ﬁne peakers Tie suther urm'\vna‘mmnu\
e e e “umm\mu ;
e 48




FHE: Theory to Practice
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FHE: Theory to Practice

Enc(0) ® Enc(1)  Ring-Learning With Errors

c=a-s+e
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FHE: Theory to Practice Fast Binary FHE | i &
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Enc(0) ® Enc(1)  Ring-Learning With Errors but each operation is incredibly fast
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FHE: Theory to Practice

Fast Binary FHE Look-Up Tables
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R =Z[X]/(X" + 1)
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void hd(vector<sbool>u,
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Noise

ax*xst+m-+e

void hd(vector<sbool>u,
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Noise

axs+m-+e

void hd(vector<sbool>u,
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void hd(vector<sbool>u,
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Noise

ax*xst+m-+e

void hd(vector<sbool>u,
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x[0],x[1],x[2], ..

32768 —

N =

21

x[1])

Enc(x[0])
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Enc(x[2])...



void hd(vector<sbool>u,
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X=N>_
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B1 = 2(2Ng+Ny)?

B2 = (2Ng+N1)(2N2+Ny)

Ba= 2(2N2+N1)? 2



Functionality and performance depend on f’s representation:

 How do we express f
 How do we optimize f

24
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Evolution of FHE Tools

void f(...)

{
ctxt ab = a*b + 3;
return ab - z*z;

}
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Evolution of FHE Tools

3 7 SoK: Fully Homomorphic Encryption Compilers
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Existing tools make important contributions,
but are too narrowly focussed
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End-to-End FHE Toolchain

Computer Program FHE Compiler

Arithmetic Circuit
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain

Computer Program FHE Compiler Arithmetic Circuit
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End-to-End FHE Toolchain

Computer Program FHE Compiler Arithmetic Circuit
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void hd(vector<gbool>t
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End-to-End FHE Toolchain

Computer Program FHE Compiler
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Prog Opt. Circuit Opt.
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Arithmetic Circuit
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End-to-End FHE Toolchain

Computer Program FHE Compiler

s

Prog Opt. Circuit Opt.
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Secure and Efficient FHE
Solutions
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End-to-End FHE Toolchain

Computer Program FHE Compiler
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE

@ Solutions
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE
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End-to-End FHE Toolchain

Computer Program

FHE Compiler

int 1 = 0;
i< v.size();

)

sum += (v[i]!=u[i]);

Prog Opt Crypto Opt. | Target Opt.

®6R 5 ElRE
)] = | =
OO0 J [N

Secure and Efficient FHE
Solutions
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Advanced Programming
Cryptography Languages

a What makes developing FHE applications hard?

e How are compilers addressing these complexities?

e Roadmap to End-to-End FHE development

@ HECO: Automatic Code Optimizations for FHE



Multi-Stage Compilation

~



Compiler Pipelines

C/C++

x86



Compiler Pipelines

C/C++ —

LLVM

x86



Compiler Pipelines

C/C++ —

LLVM

i}

ARM

i}

x86

RISC-V



Compiler Pipelines

Swift ————)

C/C++

SILIR

LLVM

i}

ARM

i}

x86

RISC-V
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Compiler Pipelines

Swift ————)

C/C++

Rust

—)

SILIR

HIR

LLVM

MIR

i}

ARM

i}

x86

RISC-V
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Compiler Pipelines

DSL

LLVM

i}

ARM

i}

x86

RISC-V
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HECO Pipeline

i}

ARM

i}

HECO [ o [ ] s [ | mmp [ | oy | o

x86

RISC-V



HECO Pipeline

HECO =»

i}

ARM

HIR

i}

) [] =) ) EE—— LLVM

a1l

x86

RISC-V



HECO Pipeline

HECO =»

HIR

LLVM

i}

ARM

i}

x86

RISC-V



HECO Pipeline

HECO =»

HIR

SIR

m) | PIR ‘[] ) | LLVM

i}

ARM

i}

€ xe' = x86

RISC-V
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HECO Pipeline

HECO =»

HIR

SIR

PIR

i}

ARM

LLVM

5 4

i}

x86

LT
UUUDUUQIDDUUUD
OO

RISC-V
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HECO Pipeline

HECO =»

HIR

SIR

PIR

RIR

/\

LLVM

ACC. ISA
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HECO Architecture

middle-end

back-ends

. other frontends _

\V/

(E;1C++

FHE Libraries
(e.g. SEAL)

mlir: :tensor
// builtin MLIR Dialect

Types

tensor<V>
// e.g., V = secret<T>

Operations

insert extract

mlir::arithmetic
// iadd, imul, ...

mlir: :affine
// loops

mlir: :func
// func_call

HIR

PIR

RIR

mlir::11vm
// MLIR interface to LLVM IR

dprive::isa
// hardware ISA




FHE Intermediate Representations




What is an Intermediate Representation?

= QOperations & Types

%res = std.add(%lhs, %rhs) : (!std.i132, !std.i132) -> !std.i132

o ] ,

Results | Operands Operation type

Operation and
dialect name

= Semantics defined mostly through lowerings
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FHE Compilation Pipeline

%r

%ro
%tl
%t2
%rl
%2

bfv.mul(%lhs, %rhs) : (!fhe.ctxt,

poly.
poly.
poly.
poly.
poly.

mul(%lhs[@], %rhs[0])
mul(%lhs[@], %rhs[1])
mul(%lhs[1], %rhs[0])
add(%t1, %t2)

mul(%lhs[1], %rhs[1])

Ifhe.ctxt) -> !fhe.ctxt
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FHE Compilation Pipeline

%r

%ro
%tl
%t2
%rl
%r2

%11
%rl
%t

%2

bfv.mul(%lhs, %rhs) : (!fhe.ctxt,

poly.
poly.
poly.
poly.
poly.

poly.
poly.
poly.
poly.

mul(%lhs[0], %rhs[0])
mul(%lhs[@], %rhs[1])
mul(%lhs[1], %rhs[0])
add(%t1, %t2)

mul(%lhs[1], %rhs[1])

ntt(%lhs[1])
ntt(%rhs[1])
elem _mul(%11, %rl)

inv_ntt(%t)

Ifhe.ctxt) -> !fhe.ctxt
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HECO: Modular End-to-End Design

Computer Program FHE Compiler Secure and Efficient FHE
Solutions

Prog Opt Circuit Opt. | Crypto Opt. | Target Opt. I‘ = @
o X/
)suw« (v[i]t=u[i]); @ @ @ 6 E. .E
> S =1 = e lllill
OO0 J I

EmEm TTTTTT
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HECO: Modular End-to-End Design

Computer Program FHE Compiler Secure and Efficient FHE
Solutions

Prog Opt Circuit Opt. | Crypto Opt. || Target Opt.
(I

nyl
3 ees ) - Lllill
@@@ 2 L]

EmEm TTTTTT
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HECO: Modular End-to-End Design

Computer Program FHE Compiler Secure and Efficient FHE

@ Solutions

ﬂ =@
ok oY o
® O 5 ERRE
o ERRE (T 1] llllll
®®® J I . :I: .
EEEE TTTITTTY

FHE Scheme Standardization FHE Intermediate Representation Standardization
— HomomorphicEncryption.org (2018) — 2018 draft API| standard not adopted/implemented
— Now turning into ISO/IEC AWI 18033-8 — Significant FHE compiler efforts are accelerating

— Need to re-visit standardization of abstractions
— Expand beyond “FHE API” abstraction
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HECO: Modular End-to-End Design

Computer Program FHE Compiler Secure and Efficient FHE

@ Solutions

ﬁ I‘ é@
ok 2KV K" D
® O 5 ERRE
o ERRE (T 1] llllll
®® J I s[=]=]=
Haak
EREN TTTTITY
B . .
intel m= Microsoft FHE Intermediate Representation Standardization

— 2018 draft API| standard not adopted/implemented

— Significant FHE compiler efforts are accelerating
— Need to re-visit standardization of abstractions
— Expand beyond “FHE API” abstraction

Go gHe ZAMA
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Program Optimization
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SIMD-like Parallelism

Standard C++ Batched FHE

int foo(int[] x,int[] y){ int foo(int[] a,int[] b){

rfi]l = x[i] * y[il }
}

int[] r; return a * b; d
for(i = 0; i < 6; ++i){ d

return r;

} SIMD Batching

w
A

shuffle

No efficient free permutation or scatter/gather



SIMD-like Parallelism

Standard C++ Batched FHE

int foo(int[] Xx,int[] y){

int[] r;

for(i = 0; i < 6; ++i){
ri] = x[i] * y[i]

}

return r;

int foo(int[] a,int[] b){

return a * b;

No efficient free permutation or scatter/gather

ay,
a’

SIMD Batching

x x
A A

rotate

Only cyclical rotations



SIMD-like Parallelism

Standard C++ Batched FHE

int foo(int[] Xx,int[] y){

int[] r;

for(i = 0; i < 6; ++i){
ri] = x[i] * y[i]

}

return r;

int foo(int[] a,int[] b){

return a * b;

No efficient free permutation or scatter/gather

ay,
a’

SIMD Batching

x
A

x
A

rotate

Only cyclical rotations



Example Input Program

i8 LaplacianSharpening(secret_int img[], int imgSize) {
22 secret_intimg2[];
el int weightMatrix[3][3]=[111;1-81;111];
“B for (int x = 1; x < imgSize-1; ++x) {
5y for (inty=1;y<imgSize-1; ++y) {
6 int value = 0;
7 for (intj=-1;j<2; +4j) {
8 for (inti=-1;i<2; ++i) {
9 value += weightMatrix[i+1][j+1]
10 * img[imgSize*(x+i)+y+jl;
11 }
12 }

img2[imgSize*x+y] = 2* img[imgSize*x+y] - value;
}
}

return img2;

}

13

N =
~ o 0 b
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FHE can include dramatic transformations!

i8 LaplacianSharpening(secret_int img[], int imgSize) {
p i secret_intimg2[];
el int weightMatrix[3][3]=[111;1-81;111];
A for (int x = 1; x < imgSize-1; ++x) { I8 LaplacianSharpening(secret_int img[], int imgSize) {
3 for (inty = 1;y < imgSize-1; ++y) { ’A secret_int[] tO = fhe.rotate (img, -imgSize-1);
6 int value = 0; <N secret_int[] t1 = fhe.rotate (img, -imgSize);
- for (intj = -1; j < 2; ++) { “8 secret_int[] t2 = fhe.rotate (img, -imgSize+1);
3 for (inti=-1;i<2; ++i){ SN secret_int[] t3 = fhe.rotate (img, -1);
9 value += weightMatrix[i+1][j+1] -- N secret_int[] t4 = fhe.rotate (img, 1);
10 * img[imgSize* (x+i)+y+j]; I8 secret_int[] t5 = fhe.rotate (img, imgSize-1);
11 } N secret_int[] t6 = fhe.rotate (img, imgSize);
12 } °N secret_int[] t7 = fhe.rotate (img, imgSize+1);
iy img2[imgSize*x+y] = 2* img[imgSize*x+y] - value; o8 secret_int[] t8 = fhe.mul (img, -8);
14 B B return fhe.add(t0,t1,t2,t3,t4,t5,t6,t7,t8);
15 12 M

16

return img2;

}

=
~
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FHE can include dramatic transformations!

i8 LaplacianSharpening(secret_int img[], int imgSize) {
22 secret_intimg2[];
el int weightMatrix[3][3]=[111;1-81;111];
| for (intx = 1; x < imgSize-1; ++x) { I8 LaplacianSharpening(secret_int img[], int imgSize) {
S for(inty = 1;y < imgSize-1; ++y) { ’A secret_int[] tO = fhe.rotate (img, -imgSize-1);
6 int value = 0; <N secret_int[] t1 = fhe.rotate (img, -imgSize);
- for (intj =-1;j < 2; ++) { “8 secret_int[] t2 = fhe.rotate (img, -imgSize+1);
3 for (inti=-1;i< 2; ++i) { SN secret_int[] t3 = fhe.rotate (img, -1);
9 value += weightMatrix[i+1][j+1] N secret_int[] t4 = fhe.rotate (img, 1);
10 * img[imgSize* (x+i)+y+]; I8 secret_int[] t5 = fhe.rotate (img, imgSize-1);
11 } N secret_int[] t6 = fhe.rotate (img, imgSize);
12 } °N secret_int[] t7 = fhe.rotate (img, imgSize+1);
13 img2[imgSize*x+y] = 2* img[imgSize*x+y] - value; OB secret_int[] t8 = fhe.mul (img, -8);
14 1B 8 return fhe.add(t0,t1,t2,t3,t4,t5,t6,t7,t8);
15 12 M

16

return img2;

}

=
~
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Simpler Example: Hamming Distance

il HammingDistance(secret_int x[], secret_int x[], int len) {
vl secret_intsum =0;

el for (inti=1;i<len-1; ++i){

4 int a = x[i] —y[il;

5 intb=a* a;

6 sum +=b;

e |}

B return sum;

9 K
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Simpler Example: Hamming Distance

func private @HammingDistance(%x: ..., %y: ..., %len ...) -> ... {

}

%c0 = fhe.constant O : ...

%0 = affine.for %i = 0 to %len iter_args(%s = %c0) -> (...) {
%1 = fhe.sub(%x[%i], %y[%i])|: ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
affine.yield %3 : ...

}

func.return %0 ...

Emulating Index Access is expensive!
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Simpler Example: Hamming Distance

func private @HammingDistance(%x: ..., %y: ..., %len ...) -> ... {
%c0 = fhe.constant O : ...
%0 = affine.for %i = 0 to %len iter_args(%s = %c0) -> (...) {
%1 = fhe.sub(%x[%i], %y[%i]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
affine.yield %3 : ...
}

func.return %0 ...

}

1
2
3
4
5
6
7
8
9

e S
U A W N RO

=
(0)]
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Simpler Example: Hamming Distance

s func private @HammingDistance4(%x: ..., %y: ...) > ... {
%c0 = fhe.constant O : ...

%1 = fhe.sub(%x[0], %y[0]) : ...

%2 = fhe.multiply(%1, %1) : ...

%3 = fhe.add(%s, %3) : ...

func.return %3 ...
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {

%c0 = fhe.constant O : ...

%1 = fhe.sub(%x[0], %y[0]) : ...

%2 = fhe.multiply(%1, %1) : ...

%3 = fhe.add(%s, %3) : ...

%4 = fhe.sub(%x[1], %y[1]) : ...

%5 = fhe.multiply(%4, %4) : ...

%6 = fhe.add(%3, %5) : ...

func.return %6 ...

1
2
3
4
5
6
7
8
9

e N S A
U A W N RO
——

=
(0)]
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Simpler Example: Hamming Distance

1
2
3
4
5
6
7
8
9

e S N S e
o A W N B O

func private @HammingDistance4(%x: ..., %y: ...) > ... {

%c0 = fhe.constant O : ...

%1 = fhe.sub(%x[0], %y[0]) : ...

%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...

%4 = fhe.sub(%x[1], %y[1]) : ...

%5 = fhe.multiply(%4, %4) : ...
%6 = fhe.add(%3, %5) : ...

%7 = fhe.sub(%x[2], %y[2]) : ...

%8 = fhe.multiply(%7, %7) : ...
%9 = fhe.add(%6, %8) : ...

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...

%12 = fhe.add(%9, %11) : ...

func.return %12 ...

Current cost: 4 Multiplications & 8 Index Accesses
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Simpler Example: Hamming Distance

1
2
3
4
5
6
7
8
9

e S N S e
o A W N B O

func private @HammingDistance4(%x: ..., %y: ...) > ... {

%c0 = fhe.constant O : ...

%1 = fhe.sub(%x[0], %y[0]) : ...

%2 = fhe.multiply(%1, %1) : ...

%3 =

fhe.add(%s, %3) : ...

%4 =

fhe.sub(%x[1], %y[1]) : ...

S—

%5 = fhe.multiply(%4, %4) : ...

%6 =

fhe.add(%3, %5) : ...

%7 =

fhe.sub(%x[2], %y[2]

%8 = fhe.multiply(%7, %7) : ...

%9 =

fhe.add(%6, %8) : ...

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...

%12

= fhe.add(%9, %11) :|...

func.

return %12 ...

) ...

Combining Sequential Operations
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {
%c0 = fhe.constant O : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...

%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...

1
2
3
4
5
6
7
8
9

%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...

S
N B O

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%c0, %2, %5, %8, %11) : ...

func.return %12 ...

e
u N W

=
(0)]
——

Combining Sequential Operations
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {

%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
Combining Sequential Operations
%4 = fhe.sub(%x[1], %y[1]) : ... 9 9 P
%5 = fhe.multiply(%4, %4) : ...

1
2
3
4
5
6
7
8
9

%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...

=
= ©

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12|= fhe.add(%2, %5, %8, %11) {...

func.return %12 ...

=
w N

|_I
I

=
Ul

=
(0)]
——



Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {
%1 E fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...

func.return %12 ...

Apply Operation to entire Vector

1
2
3
4
5
6
7
8
9

=
= ©

=
N
——



Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {
%1 E fhe.sub(%x, %y)| .
%2 = fhe.multiply(%1, %1)
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...

func.return %12 ...

Apply Operation to entire Vector

1
2
3
4
5
6
7
8
9

=
= ©

=
N
——



Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {
%1 E fhe.sub(%x, %y)|: ...
%2 = fhe. multlply(%l[O] %1[0]) :.

%5 = fhe.multiply(%4[1], %4[1]) : ...

%8 = fhe.multiply(%7(2], %7[2]) : ...

1
2
3
4
5
6
7
8
9

%11 = fhe.multiply(%10[3], %10[3]) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...

func.return %12 ...

=
= ©

=
N
——

Apply Operation to entire Vector
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ...,

%1 E fhe.sub(%x, %y)| .
%2 = fhe.multipl (%1[0] %1[0]) :.

%5 = fhe.multiply(%4[1], %4[1]) : ...
%8 = fhe.multiplly(%7(2], %7[2]) : ...

%11 = fhe.multigly(%10[3], %10[3])|: ...

%12 = fhe.add(%2, %5, %8, %11) : ...

func.return %12 ...

%y: ...

) ->

Apply Operation to entire Vector

Each use now requires index access ®
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Simpler Example: Hamming Distance

s func private @HammingDistance4(%x: ..., %y: ...) > ... {
B %1 =fhe.sub(%x, %y) : ...

e %2 = fhe.multiply(%1, %1) : ...

"N %3 = fthe.add(%2[0], %2[1], %2[2], %2[3])} ...
5

6

func.return %3 ...

Algorithm 2 Batching Pass

1: Algorithm BATCHPASS(G)

2: 'V, E + g

3 foreach op € V Atype(op) = fhe.secret:

4 ts + SELECTTARGETSLOT(0op, V,E)

5: OPERANDCONVERSION(op,ts,V,E)
6: foreach ve V A(op,v) € E:
7.
8

u + fhe.extract|v,ts]
REPLACE(v,u, V,E)

9: procedure SELECTTARGETSLOT(op, V. E)
10:  foreach ve YV A(op.v) € E:

11: switch v:

12: case fhe.insert[ ,i|: return i
13: case func.return: return 0
14:  foreach ve VA(v,0p) € E:

15: switch o:

16: case fhe.extract| ,il:

17: return i

18: return |

Sy | SRR RN S e T vy v i S H OS5 2 gy SR DN X Wy Y S e e B A K o
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Simpler Example: Hamming Distance

s func private @HammingDistance4(%x: ..., %y: ...) > ... {

M %1 = fhe.sub(%x, %y) : ... Translate Index Accesses to Rotations
el %2 = fhe.multiply(%1, %1) : ...

" %3 = the.add[%2(0], %2[1], %2(2], %2[3])} ...
5

6

func.return %3 ...
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) > ... {

%1 = fhe.sub(%x, %y) : ... Translate Index Accesses to Rotations
%2 = fhe.multiply(%1, %1) : ...

%3 = fhe.rotate(%2, -1)
%4 = fhe.rotate(%2, -2)
%5 = fhe.rotate(%2, -3)
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6[0] ...
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Simpler Example: Hamming Distance

il func private @HammingDistance4(%x: ..., %y: ...) > ... {

7B %1 = fhe.sub(%x, %y) : ... Translate Index Accesses to Rotations
el %2 = fhe.multiply(%1, %1) : ...

8 %3 = fhe.rotate(%2, -1)

| %4 = fhe.rotate(%2, -2) Implicit Scalar Encoding: s = s[0]

i %5 = fhe.rotate(%2, -3)

10 %6 =fhe.add(%2, %3, %4, %5) : ...

8

<)

func.returr{ %6(0] ...
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Simpler Example: Hamming Distance

il func private @HammingDistance4(%x: ..., %y: ...) > ... {

7B %1 = fhe.sub(%x, %y) : ... Translate Index Accesses to Rotations
el %2 = fhe.multiply(%1, %1) : ...

8 %3 = fhe.rotate(%2, -1)

| %4 = fhe.rotate(%2, -2) Implicit Scalar Encoding: s = s[0]

i %5 = fhe.rotate(%2, -3)

10 %6 =fhe.add(%2, %3, %4, %5) : ...

8

<)

func.returr* %6 ...
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Simpler Example: Hamming Distance

sl func private @HammingDistance4(%x: ..., %y: ...) > ... {
B %1 = fhe.sub(%x, %y) : ...

el %2 = fhe.multiply(%1, %1) : ...

"8 %3 = fhe.rotate{%2,} 1)

B %4 = fhe.rotate{%2,}2)
6
7
8
9

%5 = fhe.rotate(%2, | 3)
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6 ...




Simpler Example: Hamming Distance

s func private @HammingDistance4(%x: ..., %y: ...) > ... {

/N %1 = fhe.sub(%x, %y) : ... Exploit FHE Folklore Technique: O(log(n))
el %2 = fhe.multiply(%1, %1) : ...

S %3 = fhe.rotate(%2, -2) : ...

SN %4 = fhe.add(%2, %3) : ...

N %5 = fhe.rotate(%4, -1) : ...

& %6 = fhe.add(%4, %5) : ...

8
<)

func.return %6 ...

rot

J1

* (%) A

+
> %) %
+
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Evaluation: Effect of Batching Opimizations

Comparing against Naive (non-Batched) implementation and “Optimal” synthesis-based solution [CD+21]

100 J

10 J

Time [s]

1 |||||||| LLLJLLL

Naive HECO Naive HECO Naive HECO Naive HECO

[CD+21] Cowan, M. et al. 2021. Porcupine: A Synthesizing Compilerfor Vectorized Homomorphic Encryption — PLDI 2021, 375-389.
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