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Where the sensitive information is 
concentrated, that is where the spies 
will go. This is just a fact of life. 
former NSA official Ken Silva. 
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End-to-End Encrypted Systems
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FHE will soon be practical for a wide set of applications, but … 



Developing FHE Applications remains 
Notoriously Hard
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FHE: Theory to Practice 

Gentry ‘09

Learning With Errors
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x + y

~1 OoM more operations
but each operation is incredibly fast
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void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);

}
} 

𝒇

Math
𝑅 = ℤ 𝑋 /(𝑋/ + 1)

FHE

𝒂 ∗ 𝒔 +𝒎+ 𝒆

Noise
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Functionality and performance depend on 𝒇’s representation:
• How do we express 𝒇
• How do we optimize 𝒇
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void f(...)
{
mul_inp(a,b);
add_plain_inp(a,3)
square_inp(z,z);
sub_inp(a,z);
return a;
} 

void f(...)
{
mul_inp(a,b);
relin_inp(a);
add_plain_inp(a,3)
square_inp(z,z);
relin_inp(a);
sub_inp(a,z);
return a;
} 

Evolution of FHE Tools
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3 𝑧 𝑧
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void f(...)
{
ctxt ab = a*b + 3;
return ab – z*z;

} 
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3
void f(...)
{
ctxt ab = a*b + 3;
return ab – z*z;

} 

𝑎 𝑏

𝑧 𝑧

S&P 2021, arXiv 2101.07078



Existing tools make important contributions, 
but are too narrowly focussed 
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End-to-End FHE Toolchain 

31

FHE Compiler 
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}
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Computer Program

4

7 1

Arithmetic Circuit
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Multi-Stage Compilation

44



Compiler Pipelines

45

C/C++

x86



Compiler Pipelines

46

C/C++

x86

LLVM



Compiler Pipelines

47

C/C++

x86

LLVM

ARM

RISC-V



Compiler Pipelines
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C/C++
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Compiler Pipelines
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HECO Pipeline
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x86

LLVM

ARM

RISC-V

HECO HIR SIR PIR
R
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𝒄" $ 𝒄#!
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HECO Pipeline
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ACC. ISA

FHE
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s

… other frontendsPython C-like DSL

HECO Architecture

heco::fhe
// custom MLIR Dialect

Types 
secret<T>      
batchedsecret<T>

Operations
+ - *

mlir::tensor
// builtin MLIR Dialect

Types 
tensor<V>
// e.g., V = secret<T>
Operations

add sub mul rot insert extract

mlir::arithmetic
// iadd, imul, ...

mlir::affine
// loops

mlir::func
// func_call

mi
dd

le
-e

nd

heco::bfv
// ops in bfv scheme

heco::bgv
// ops in bgv scheme

heco::ckks
// ops in ckks scheme SI

R
HI
R

FHE Libraries 
(e.g. SEAL)

C++ PI
R

RI
R

heco::poly
// ops in polynomial ring + number theoretic transform

heco::rns
// ops in residue number system representation

dprive::isa
// hardware ISA

mlir::llvm
// MLIR interface to LLVM IR



FHE Intermediate Representations
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§ Operations & Types

§ Semantics defined mostly through lowerings

59

What is an Intermediate Representation?

%res = std.add(%lhs, %rhs) : (!std.i32, !std.i32) -> !std.i32

Results
Operation and 
dialect name

Operands Operation type



60

FHE Compilation Pipeline

%r  = bfv.mul(%lhs, %rhs) : (!fhe.ctxt, !fhe.ctxt) -> !fhe.ctxt

%r0 = poly.mul(%lhs[0], %rhs[0])
%t1 = poly.mul(%lhs[0], %rhs[1])
%t2 = poly.mul(%lhs[1], %rhs[0])
%r1 = poly.add(%t1, %t2)
%r2 = poly.mul(%lhs[1], %rhs[1])
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FHE Compilation Pipeline

%r  = bfv.mul(%lhs, %rhs) : (!fhe.ctxt, !fhe.ctxt) -> !fhe.ctxt

%r2 = poly.mul(%lhs[1], %rhs[1])

%r0 = poly.mul(%lhs[0], %rhs[0])
%t1 = poly.mul(%lhs[0], %rhs[1])
%t2 = poly.mul(%lhs[1], %rhs[0])
%r1 = poly.add(%t1, %t2)

%l1 = poly.ntt(%lhs[1])
%r1 = poly.ntt(%rhs[1])
%t  = poly.elem_mul(%l1, %r1)
%r2 = poly.inv_ntt(%t)
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HECO: Modular End-to-End Design

4

7 1

Prog Opt.

FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt. Crypto Opt.

ℤ 𝑋 /(𝑋% + 1)

∑
𝛿

Target Opt.

instr1 a, b
instr2 c, d
instr3 e, f
instr4 a, d
instr5 c, g

Secure and Efficient FHE 
Solutions

FHE
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void hd(vector<sbool>u,           
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Target Opt.

instr1 a, b
instr2 c, d
instr3 e, f
instr4 a, d
instr5 c, g

Secure and Efficient FHE 
Solutions

FHE

Parameters Code Gen.
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HECO: Modular End-to-End Design
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vector<sbool>v)

{
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i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt. Crypto Opt.

ℤ 𝑋 /(𝑋% + 1)

∑
𝛿

Target Opt.

instr1 a, b
instr2 c, d
instr3 e, f
instr4 a, d
instr5 c, g

Secure and Efficient FHE 
Solutions

FHE

Abstractions

FHE Scheme Standardization
- HomomorphicEncryption.org (2018)
- Now turning into ISO/IEC AWI 18033-8)

FHE Intermediate Representation Standardization
- 2018 draft API standard not adopted/implemented
- Significant FHE compiler efforts are accelerating
- Need to re-visit standardization of abstractions
- Expand beyond “FHE API” abstraction



65

HECO: Modular End-to-End Design

4

7 1

Prog Opt.

FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt. Crypto Opt.

ℤ 𝑋 /(𝑋% + 1)

∑
𝛿

Target Opt.

instr1 a, b
instr2 c, d
instr3 e, f
instr4 a, d
instr5 c, g

Secure and Efficient FHE 
Solutions

FHE

Abstractions

FHE Intermediate Representation Standardization
- 2018 draft API standard not adopted/implemented
- Significant FHE compiler efforts are accelerating
- Need to re-visit standardization of abstractions
- Expand beyond “FHE API” abstraction



Program Optimization
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shuffle

int foo(int[] x,int[] y){

int[] r;
for(i = 0; i < 6; ++i){

r[i] = x[i] * y[i]
}
return r;

}

Standard C++
int foo(int[] a,int[] b){

return a * b;

}

Batched FHE

SIMD-like Parallelism

SIMD Batching

No efficient free permutation or scatter/gather
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LaplacianSharpening(secret_int img[], int imgSize) {
secret_int img2[];
int weightMatrix[3][3] = [1 1 1; 1 -8 1; 1 1 1];
for (int x = 1; x < imgSize-1; ++x) {

for (int y = 1; y < imgSize-1; ++y) {
int value = 0;
for (int j = -1; j < 2; ++j) {

for (int i = -1; i < 2; ++i) {
value += weightMatrix[i+1][j+1]

* img[imgSize*(x+i)+y+j];
}

}
img2[imgSize*x+y] = 2* img[imgSize*x+y] - value;

}
}
return img2;

}

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17
73

Example Input Program
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int weightMatrix[3][3] = [1 1 1; 1 -8 1; 1 1 1];
for (int x = 1; x < imgSize-1; ++x) {

for (int y = 1; y < imgSize-1; ++y) {
int value = 0;
for (int j = -1; j < 2; ++j) {

for (int i = -1; i < 2; ++i) {
value += weightMatrix[i+1][j+1]

* img[imgSize*(x+i)+y+j];
}

}
img2[imgSize*x+y] = 2* img[imgSize*x+y] - value;

}
}
return img2;

}
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LaplacianSharpening(secret_int img[], int imgSize) {
secret_int[] t0 = fhe.rotate (img, -imgSize-1);
secret_int[] t1 = fhe.rotate (img, -imgSize);
secret_int[] t2 = fhe.rotate (img, -imgSize+1);
secret_int[] t3 = fhe.rotate (img, -1);
secret_int[] t4 = fhe.rotate (img, 1);
secret_int[] t5 = fhe.rotate (img, imgSize-1);
secret_int[] t6 = fhe.rotate (img, imgSize);
secret_int[] t7 = fhe.rotate (img, imgSize+1);
secret_int[] t8 = fhe.mul (img, -8);
return fhe.add(t0,t1,t2,t3,t4,t5,t6,t7,t8);

}
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FHE can include dramatic transformations!



LaplacianSharpening(secret_int img[], int imgSize) {
secret_int img2[];
int weightMatrix[3][3] = [1 1 1; 1 -8 1; 1 1 1];
for (int x = 1; x < imgSize-1; ++x) {

for (int y = 1; y < imgSize-1; ++y) {
int value = 0;
for (int j = -1; j < 2; ++j) {

for (int i = -1; i < 2; ++i) {
value += weightMatrix[i+1][j+1]

* img[imgSize*(x+i)+y+j];
}

}
img2[imgSize*x+y] = 2* img[imgSize*x+y] - value;

}
}
return img2;

}
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LaplacianSharpening(secret_int img[], int imgSize) {
secret_int[] t0 = fhe.rotate (img, -imgSize-1);
secret_int[] t1 = fhe.rotate (img, -imgSize);
secret_int[] t2 = fhe.rotate (img, -imgSize+1);
secret_int[] t3 = fhe.rotate (img, -1);
secret_int[] t4 = fhe.rotate (img, 1);
secret_int[] t5 = fhe.rotate (img, imgSize-1);
secret_int[] t6 = fhe.rotate (img, imgSize);
secret_int[] t7 = fhe.rotate (img, imgSize+1);
secret_int[] t8 = fhe.mul (img, -8);
return fhe.add(t0,t1,t2,t3,t4,t5,t6,t7,t8);

}
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FHE can include dramatic transformations!
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Simpler Example: Hamming Distance

HammingDistance(secret_int x[], secret_int x[], int len) {
secret_int sum = 0;
for (int i = 1; i < len-1; ++i) {

int a = x[i] – y[i];
int b = a * a;
sum += b;

}
return sum;

}
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Simpler Example: Hamming Distance

func private @HammingDistance(%x: ..., %y: ..., %len ...) -> ... {
%c0 = fhe.constant 0 : ...
%0 = affine.for %i = 0 to %len iter_args(%s = %c0) -> (...) {

%1 = fhe.sub(%x[%i], %y[%i]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
affine.yield %3 : ...

}
func.return %0 ...

}
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Emulating Index Access is expensive! 
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Simpler Example: Hamming Distance

func private @HammingDistance(%x: ..., %y: ..., %len ...) -> ... {
%c0 = fhe.constant 0 : ...
%0 = affine.for %i = 0 to %len iter_args(%s = %c0) -> (...) {

%1 = fhe.sub(%x[%i], %y[%i]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
affine.yield %3 : ...

}
func.return %0 ...

}
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%c0 = fhe.constant 0 : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...

func.return %3 ...
}
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%c0 = fhe.constant 0 : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%6 = fhe.add(%3, %5) : ...
func.return %6 ...

}
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%c0 = fhe.constant 0 : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%6 = fhe.add(%3, %5) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%9 = fhe.add(%6, %8) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%9, %11) : ...
func.return %12 ...

}
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Current cost: 4 Multiplications & 8 Index Accesses
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%c0 = fhe.constant 0 : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%s, %3) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%6 = fhe.add(%3, %5) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%9 = fhe.add(%6, %8) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%9, %11) : ...
func.return %12 ...

}
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Combining Sequential Operations



83

Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%c0 = fhe.constant 0 : ...
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...

%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...

%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%c0, %2, %5, %8, %11) : ...
func.return %12 ...

}
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Combining Sequential Operations
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {

%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...

%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...

%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...

%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...
func.return %12 ...

}
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Combining Sequential Operations
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x[0], %y[0]) : ...
%2 = fhe.multiply(%1, %1) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...
func.return %12 ...

}
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Apply Operation to entire Vector
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%4 = fhe.sub(%x[1], %y[1]) : ...
%5 = fhe.multiply(%4, %4) : ...
%7 = fhe.sub(%x[2], %y[2]) : ...
%8 = fhe.multiply(%7, %7) : ...
%10 = fhe.sub(%x[3], %y[3]) : ...
%11 = fhe.multiply(%10, %10) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...
func.return %12 ...

}
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Apply Operation to entire Vector
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1[0], %1[0]) : ...

%5 = fhe.multiply(%4[1], %4[1]) : ...

%8 = fhe.multiply(%7[2], %7[2]) : ...

%11 = fhe.multiply(%10[3], %10[3]) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...
func.return %12 ...

}
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Apply Operation to entire Vector
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1[0], %1[0]) : ...
%5 = fhe.multiply(%4[1], %4[1]) : ...
%8 = fhe.multiply(%7[2], %7[2]) : ...
%11 = fhe.multiply(%10[3], %10[3]) : ...
%12 = fhe.add(%2, %5, %8, %11) : ...
func.return %12 ...

}
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Apply Operation to entire Vector

Each use now requires index access L
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%2[0], %2[1], %2[2], %2[3]) : ...
func.return %3 ...

}
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Continuing this gives us the first improvement

50% faster is nice, but nowhere near sufficient L

Target Slot Logic extends this to complex cases
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.add(%2[0], %2[1], %2[2], %2[3]) : ...
func.return %3 ...

}
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Translate Index Accesses to Rotations 
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.rotate(%2, -1) 
%4 = fhe.rotate(%2, -2) 
%5 = fhe.rotate(%2, -3) 
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6[0] ...

}

Translate Index Accesses to Rotations 
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.rotate(%2, -1) 
%4 = fhe.rotate(%2, -2) 
%5 = fhe.rotate(%2, -3) 
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6[0] ...

}

Translate Index Accesses to Rotations 

Implicit Scalar Encoding: s = s[0]
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.rotate(%2, -1) 
%4 = fhe.rotate(%2, -2) 
%5 = fhe.rotate(%2, -3) 
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6 ...

}

Translate Index Accesses to Rotations 

Implicit Scalar Encoding: s = s[0]
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.rotate(%2, -1) 
%4 = fhe.rotate(%2, -2) 
%5 = fhe.rotate(%2, -3) 
%6 = fhe.add(%2, %3, %4, %5) : ...
func.return %6 ...

}
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Translate Index Accesses to Rotations 

Implicit Scalar Encoding: s = s[0]

Significantly faster, but still O(n) L

Exploit the fact that all addends have same origin!
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Simpler Example: Hamming Distance

func private @HammingDistance4(%x: ..., %y: ...) -> ... {
%1 = fhe.sub(%x, %y) : ...
%2 = fhe.multiply(%1, %1) : ...
%3 = fhe.rotate(%2, -2) : ...
%4 = fhe.add(%2, %3) : ...
%5 = fhe.rotate(%4, -1) : ...
%6 = fhe.add(%4, %5) : ...
func.return %6 ...

}
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Exploit FHE Folklore Technique: O(log(n))
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