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Data Protection: An Age-Old Concern
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Securing Data: Building Blocks
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Securing Data in Use: Modern Applications
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Securing Data in Use: Modern Applications

Untrusted Cloud

X —> Encrypt —_— EI’IC(X)

\

Eval

M mmE

fO)«— BN <— Enc(f(x) —> — f(x)

Secure Computation Privacy-preserving Disclosure

19



End-to-End Security
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Theory to Practice: Barriers to Broad Adoption

Secure Application
Computation Demands

Performance Gap Complexity
Practical for numerous applications but remains There's a gap between the capabilities of PETs today and
beyond reach for constrained use cases. organizations' ability to incorporate them into applications.
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Theory to Practice: Barriers to Broad Adoption

Secure Application
Computation Demands

Performance Gap

Practical for numerous applications but remains
beyond reach for constrained use cases.
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Encrypted Data Stream Processing at Scale
[Constrained Data Sources, Large Scale, Low-Latency] [TimeCrypt - USENIX NSDI"20]
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Encrypted Data Stream Processing at Scale

[Constrained Data Sources, Large Scale, Low-Latency] [TimeCrypt - USENIX NSDI'20]
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Encrypted Data Stream Processing at Scale

[Constrained Data Sources, Large Scale, Low-Latency] [TimeCrypt - USENIX NSDI'20]
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Privacy-preserving, functional, and performant systems

My work aims to build practical systems that use
cryptography to empower users and preserve their privacy.

nnnnnnnnnnnnnnnn

Talos Pilatus TimeCrypt Droplet Zeph VF-PS RoFL
ACM SenSys ~ ACM SenSys ~ USENIX NSDI' USENIX Security USENIX OSDI NeurlPS |IEEE S&P
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Theory to Practice: Barriers to Broad Adoption

Advanced Application
Cryptography Demands

Performance Gap Complexity
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Theory to Practice: Barriers to Broad Adoption

Complexity
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Democratize Privacy-Preserving Computation

My work aims to democratize access to privacy-preserving
computation with new tools, systems, and abstractions.

Secure Computation Differential Privacy
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Democratize Privacy-Preserving Computation

My work aims to democratize access to privacy-preserving
computation with new tools, systems, and abstractions.
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Developing and Deploying Privacy-preserving Applications is

Notoriously Hard
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What does “developing these applications” entail?
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Conventional Cryptography
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Conventional Cryptography
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Conventional Cryptography
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Advanced Cryptography: Secure Computation
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Advanced Cryptography: Secure Computation

f@ Pt % ees

Data ObI|V|ous Arithmetization

Functionality and performance depend on f’s representation:
How do we express f
How do we optimize f
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Usable Fully Homomorphic Encryption
(IEEE S&P'21, USENIX Security23 )
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Usable FHE

Advanced Programming
Cryptography Languages

“ What makes developing FHE applications hard?
[IEEE S&P’21]

g How can compilers address these complexities?
[USENIX Security’23]
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Fully Homomorphic Encryption Programming Paradigm
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void hd(vector<sbool>u,
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void hd(vector<sbool>u,
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void hd(vector<sbool>u,
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FHE Noise Management

void f(...)
{

ctxt ab = a*b + 3;
ctxt r = ab - z*z;
return r;

}
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FHE Noise Management

void f(...)
{

ctxt ab = a*b + 3;
ctxt r = ab - z*z;
return r;

}

‘ 90% of runtime
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FHE Noise Management
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Developing FHE Applications
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HECO
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HECQO: Transform High-level Programs to Efficient FHE Solutions
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HECO: End-to-End FHE Compilation

void hd(vector<sbool>u,
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Evaluation: Effect of Batching Opimizations
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[CD+21] Cowan, M. et al. 2021. Porcupine: A Synthesizing Compilerfor Vectorized Homomorphic Encryption — PLDI 2021, 375-389.
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middle-end

back-ends

HECO: Compiler for

Python

. other frontends

\W/

-HE

(& c-like DSL

heco::fhe
// custom MLIR Dialect
Types
secret<T>
batchedsecret<T>
Operations

mlir::tensor
// builtin MLIR Dialect
Types
tensor<V>
// e.g., V = secret<T>
Operations

8Q

mlir::arithmetic
// iadd, imul, ...

mlir::affine
// loops

mlir::func
// func_call

A\

heco: :bfv
// ops in bfv scheme

heco: :bgv

// ops in bgv scheme

heco: : ckks
// ops in ckks scheme

HIR

SIR

/N

‘E’ C++

FHE Libraries (e.g.
SEAL)

heco: :poly

// ops in polynomial ring + number theoretic transform

PIR

heco::rns

// ops in residue number system representation

RIR

mlir::11vm
// MLIR interface to LLVM IR

dprive::isa
// hardware ISA

[USENIX Security’23]

open source, automated
end-to-end optimization for FHE

G
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Democratize Privacy-Preserving Computation

My work aims to democratize access to privacy-preserving
computation with new tools, systems, and abstractions.

Secure Computation Differential Privacy
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Democratize Privacy-Preserving Computation

My work aims to democratize access to privacy-preserving
computation with new tools, systems, and abstractions.

Differential Privacy

Cohere
IEEE S&P

Deployments
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Differential Privacy in Large-Scale Systems
(IEEE S&P24)
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Statistical Release

How can we release useful information without compromising privacy?
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Statistical Release
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Statistical Release

How can we release useful information without compromising privacy?
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Statistical Release

How can we release useful information without compromising privacy?
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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Differential Privacy

Mathematical definition of privacy in the context of statistical releases
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From Theory to Practice

Calibrating Noise to Sensitivity in Private Data Analysis
Cynthia Dwork, Frank McSherry, Kobbi Nissim, Adam Smith
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From Theory to Practice

Mechanism Design Composition Theorems 904
DP Variants Local DP  Synthetic Data 67"
Local Sensitivit DP-SGD 497

Calibrating Noise to Sensitivity in Private Data Analysis y B 400
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From Theory to Practice

Mechanism Design ~ COmposition Theorems 904
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Real-World Applications

[Desfontaines Blog, 2021]

92



From Theory to Practice

Mechanism Design Composition Theorems 904
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From Theory to Practice
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From Theory to Practice

Mechanism Design ~ COmposition Theorems 904
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From Theory to Practice
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Deploying DP Applications
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Cohere: Unified System Architecture for DP
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Challenges: System-wide Privacy Guarantee
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Unifying the Application Layer
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Unifying the Application Layer
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Unifying the Application Layer
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DP Libraries: In a Nutshell

Library-specific DP Algorithm Design Universal Across Libraries
Transformation | Mechanism | Sensitivity Composition of Fundamental Mechanisms
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If we can compose all fundamental mechanisms, ’*‘E. Composition of _
we can support a variety of heterogeneous i Fundamental Mechanisms

libraries through a unified noise plan.
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Fine-grained Privacy Analysis
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Scarce and Finite Resource
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Continuity under a Finite Budget
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Continuity under a Finite Budget
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Privacy Resource Allocation
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Privacy Resource Allocation
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Privacy Resource Allocation
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Privacy Resource Allocation

Multidimensional Knapsack Problem
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Privacy Resource Allocation

Multidimensional Knapsack Problem
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Privacy cost of application i for block j
* for simplicity we show the cost in &- DP rather than RDP

165



Privacy Resource Allocation

Multidimensional Knapsack Problem
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ERREEEEEEEERE NS
IO IR IE I IE I
1 6 6 O
1
1
1 S
1 O
1 | O
1 | O
I PP eI ]
1 o | |
1 O
|
HEEEHEEEHEEEHEEEEEH
HEEEHEEHEHEEEEEEEEE

EEEEEEEEEEEEEEEE

Request 1

Y Al

<
N
o
N

yuIg 4o Jeap

1925
1926
1997
2012

Request 2
Y D-A-CH

1Y I

=

Country

168



Resource Allocation: Taming the Complexity
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Resource Allocation: Taming the Complexity

ERREEEEEEEERE NS
0 | O | O
5 O O
5
50 e
EEEE AP ALY
R
1 [
1
1 |
1 o |
O
50 O O
HEEENNEE ] B
51 N =
EEEENNNNNNN=

el

1925
1926
1997
2012

Y Europe Gen Z

Y France

Request 1
Request 2
Y D-A-CH
Request 3
Request 4

Y Al

<

(o]

.. N

N

/st_m JLYTEYR

1Y I

=

Country

170



Resource Allocation: Taming the Complexity

R1 + R2
R1 +R3
R1+R2 +R3
R1+ R4
R1+ R3 + R4

R1

Contending Costs

*

ERREEEEEEEERE NS
0 | O | O
5 O O
5
50 e
EEEE AP ALY
R
1 [
1
1 |
1 o |
O
50 O O
HEEENNEE ] B
51 N =
EEEENNNNNNN=

el

1925
1926
1997
2012

Y Europe Gen Z

Y France

Request 1
Request 2
Y D-A-CH
Request 3
Request 4

Y Al

<

(o]

.. N

N

/st_m JLYTEYR

1Y I

=

Country

171



Application

Resource Allocation: Taming the Complexity

History

=
Budgets ‘

®

9

®

®

 J

o

R1+R2 +R3

R1 + R4

R1+ R3 + R4

R1 + R2
R1 + R3

R1

Contending Costs

*

ERREEEEEEEERE NS
0 | O | O
5 O O
5
50 e
EEEE A AL
R
1 [
1
1 |
1 o |
O
50 O O
HEEENNEE ] B
51 N =
EEEENNNNNNN=

el

1925
1926
1997
2012

Y D-A-CH
Y Europe Gen Z

Request 1
Request 2
Request 3
Request 4
Y France

Y Al

<

(o]

.. N

N

/st_m JLYTEYR

Dimensionality Reduction

B+l -

=

Country

172



Resource Allocation: Taming the Complexity
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Evaluation Scenario

Weekly Allocations

~ ~ ~ A~ - 40 Weeks
C \J \J \J \J \J
~500 Requests / Round Total Budget
£€[0.01,0.75] 6=10"° =3 6§=107
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Evaluation Scenario

Weekly Allocations

A ... 40 Weeks Basellne
o—O0—0O0—C0O0—0—O0 O— _
PrivateKube
~500 Requests / Round Total Budget | ~7 - """ ooTommmm T
£€[0.01,0.75] &§=10° €=3 &=107 kubernetes Fixed Coarse-Grained
Privacy Analysis
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Workload: Mixture of Analytics and ML Tasks

Allocation Algorithms
=== Upper bound (ILP)

FCFS
Knapsack
W DPF } Approximation
N DPK Algorithms

Utility [%]

PrivateKube Ours
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Workload: Mixture of Analytics and ML Tasks
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Workload: Mixture of Analytics and ML Tasks
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Workload: Predicate Counting Queries

SELECT Count(*) FROM x WHERE ¢

Utility [%]
2 2 B

101

(Only Gaussian Mechanism)
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Differential Privacy

System-wide DP Guarantee

T h e O ry —— Cross-framework Compatibility and Efficient Privacy Analysis
RN Q/
N :
\ Resource Allocation
\ Distributing Budget across various Applications
' System Continuity
\ Ensuring Sustained Budget Allocation Over Time
N
=~ ~

~ .

pps-lab/cohere ~ —» Practice

180



Democratize Privacy-Preserving Computation

My work aims to democratize access to privacy-preserving
computation with new tools, systems, and abstractions.

Secure Computation Differential Privacy

e
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IEEE S&P USENIX Security IEEE S&P
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Privacy-Preserving
System Designs

Talos

ACM SenSys

Cory
=kl

RoFL

IEEE S&P

Pilatus
ACM SenSys

TimeCrypt
USENIX NSDI

Droplet
USENIX Security

Zeph
USENIX OSDI

VF-PS
NeurlPS

FHE Compilers
IEEE S&P

HECO
USENIX Security

Cohere
IEEE S&P

Democratize
Privacy-Preserving
Computation

My work aims to build practical systems that use

cryptography to empower users and preserve their privacy.




Looking Forward

183



l|_‘.|.l

1'%

Democratize Privacy-Preserving
Computation

@

Privacy-Preserving
Systems Designs

184



l|_‘.|.l

fi=h @

Democratize Privacy-Preserving Privacy-Preserving
Computation Systems Designs
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o

Secure Computation on
Heterogeneous Hardware

HE uN Al11111

=@ EE

[ 1] 1] TTTTTTY

185



l|_..|.l

1'%

Democratize Privacy-Preserving
Computation

)

Privacy-Preserving
Systems Designs

Hybrid Compilation

o

Secure Computation on
Heterogeneous Hardware

HE uN Al11111

=@ EE

[ 1] 1] TTTTTTY

End-to-End Privacy

Privacy-Transparency
Dichotomy

LN

186



End-to-End Privacy
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Secure Computation

Homomorphic Encryption | Secure Multi-party Computation
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Secure Computation

Homomorphic Encryption | Secure Multi-party Computation

Releasing Data

Differential Privacy | Anonymization
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End-to-End Privacy Platform

Homomorphic Encryption | Secure Multi-party Computation | Zero Knowledge Proofs | Differential Privacy
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Privacy-Transparency Dichotomy
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Privacy-Transparency Dichotomy
[Holding Secrets Accountable: Auditing Private ML Algorithms]
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Privacy-Preserving Machine Learning
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Verifiable Claims and Accountability in PPML
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