DPolicy: Managing Privacy Risks Across
Multiple Releases with Differential Privacy
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Differential Privacy
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Problem 1: Release-specific Privacy Unit

About &3 4N Blog & i1 Recipes i1
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Ted is writing things

On privacy, research, and privacy research

A list of real-world uses of differential privacy

This post is part of Check out the table of %o ses the other articles!

(31, 51) (52, 62) (53, 63)
D P D P D P This article is a list of real-world deployments of differential privacy, along with their privacy

parameters. One day, we might have a proper Epsilon Registry, but in the meantime

First, some notes
The main list only includes projects with a publicly documented value of the privacy
H : parameters, including about what the pr unit is. Projects that don't publish this
I O r- rOJ e C - information, but mention using DP, are listed at the end.
l ' S e r_ D a All use cases use central DP unless specified otherwise.
O n t r M O n t h S e r The list is sorted by alphabetical order of the organization publishing the data
' : l l -
y When a project uses open-source differential privacy tooling, I added a ink to it

I also added some caveats and general comments at the end of this post

If you'd like to add or correct something, please let me know! My contact info is at the
bottom of this page

Real-World DP Uses

Privacy Units: Reasonable in Isolation
but Hard to Combine



Unified Privacy Unit
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Problem 2: Large Privacy Budget
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Problem 2: Large Privacy Budget
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Problem 3: Context-dependency

Privacy
Acceptable?

Single Count Query
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Visualization inspired by [Nanayakkara PETS’20]

ML model (Blackbox access)

v

Privacy

indicates a gap between theoretical DP
_y’ bounds and actual attack success rates,

§ . Blackbox ML: Empirical privacy auditing
potentially allowing larger &.

[Nasr S&P’21, Usenix Security’23, ICLR’25]




Our Approach l M=(®.6.60) < ¢ )
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Dimension 1: Multiple Contexts

Example Contexts
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Dimension 1: Multiple Contexts
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Dimension 2: Multiple Scopes
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Dimension 3: Multiple Privacy Units
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Example Privacy Units
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Multiple Complementing Guarantees
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Multiple Contexts Multiple Scopes Multiple Privacy Units
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DP Policy Language
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Policy Set Problem: Large Rule Set



Policy Enforcement
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Policy Enforcement

Release Candidate
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Rule Poset




Rule Poset

Policy Enforcement
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Rule Set Optimization

Rule Poset




Rule Set Optimization
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System Integration

DP Management Systems

Examples: PrivateKube  Cohere

1. Set Privacy Budget @, ESE%IEE%

DPolicy Set

2. Find the best allocation of candidate releases
subject to the available privacy budget.

Candidate Candidate
Releases Releases

@@@@ Best @@@@ Best
®@'®@ Combo ®@®® Combo
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Evaluation

Cohere Workload
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DPolicy: Managing Privacy Risks

Across Multiple Releases with DP
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