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Privacy-Preserving Machine Learning (PPML)
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Auditing Privacy-Preserving Machine Learning
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Post-Hoc Auditing of PPML
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Post-Hoc Auditing of PPML: MPC Phases
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Post-Hoc Auditing of PPML:

X — q

Client

y ¢ Private Inference

MPC Phases

SecureML

[Mohassel et al.
S&P’18]

&

Private Training

[Mishra et al.
USENIX
Security’20]

[Lehmkuhl et al.
USENIX
Security’21]

12



Post-Hoc Auditing of PPML: MPC Phases
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Post-Hoc Auditing of PPML
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This Work: Arc, a Framework for End-to-End Auditing of PPML
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Arc Protocol: Training (MPC)
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Arc Protocol: Auditing
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Arc Protocol
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Proof of Consistency

POC.Check (Commitments) v
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» SHA3 [Segal et al. @ Al _ e

* LowMCHash & PVC Co

[Agrawal et al. @ CCS21]




Proof of Consistency
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Our Proof of Consistency
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Evaluation

« End-to-end evaluation of Arc (integrated with MP-SPDZ), where POC is instantiated with:
» Qurs: Polynomial Commitments (KZG)

» SHAS: Hash-based Commitments [Segal et al. @ AIES21]
» PED: Pedersen Commitments [Cerebro, Zheng et al. @ USENIX Sec’21]

« Setting: 3PC semi-honest / malicious
 Auditing Functions: Indiv. Fairness, KernelSHAP, Robustness, kKNNShapley

* The training overhead for malicious protocols and larger instances of the SHAS and PED baselines are extrapolated



Evaluation: Training & Inference
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Evaluation: Auditing
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ETH:zurich

This Talk:
« Framework for Auditing PPML Pipelines
* New Protocol for Input Consistency in MPC

In the Paper:

» Protocol Extensions for Plaintext Training / Inference
« Arithmetic-to-Arithmetic Share Conversion

« MPC Arithmetizations of Auditing Functions

Future work:

« Robust Auditing Protocols
« Caching Auditing Inputs

« Verifiable Data Removal
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