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Privacy-Transparency Dichotomy
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Privacy-Preserving Machine Learning (PPML)
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Auditing Privacy-Preserving Machine Learning
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Training Verification

Input Validation 
[Holmes, RoFL] 

Model Validation

Inference Verification [Phoenix]

Subgroup
Constraints

Robustness 
Verification

Validation Sets

Distribution 
Tests



Post-Hoc Auditing of PPML
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Post-hoc Auditing Functions

Dataset/sample 
Influence

Investigate Model 
Behavior

Certify 
Constraints

Explain 
Predictions

𝒙
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Secure Multi-Party Computation𝑥,

Client Client Client Client ClientClient

…

Private Audit
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Post-Hoc Auditing of PPML: MPC Phases

Client

𝑥
Private Inference Private Training

11

Service Provider

𝑥,

𝑓 ---

Private Audit



𝑓 ---

Private Audit

Private Training

v

Post-Hoc Auditing of PPML: MPC Phases
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Service Provider

SecureML 
[Mohassel et al. 

S&P’18]

Delphi 
[Mishra et al. 

USENIX 
Security’20]

Muse 
[Lehmkuhl et al. 

USENIX 
Security’21]

⋯

𝑥,
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Service Provider

Helen 
[Zheng et al. 

S&P’19]

Fantastic Four 
[Dalskov et al. 

USENIX 
Security’21]

Piranha 
[Watson et al. 

USENIX 
Security’22]

⋯

𝑥,

𝑓 ---

Private Audit
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Service Provider
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Private Training

This Work: Arc, a Framework for End-to-End Auditing of PPML

Client 𝑦

𝑥
Private Inference
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Service Provider

Training ReceiptInference 
Receipt

Training 
ReceiptInference 

Receipt 𝑥,

𝑓 ---

Private Audit



Training Compute PartiesData Holders

Training Receipt

Arc Protocol: Training (MPC)
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PPML Training

1. Commit to Input

𝑐!! ← POC.Commit(𝐷")

𝐷"

𝑀 ← 	𝒜( 𝐷 )

𝑐# ← POC.Commit( 𝑀 )

𝜎$% ← SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐#)

𝜎!&! ← SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐# ∥ 𝜎$%) 𝜎!&!

𝑀

𝐷" , 𝑐!!

, 𝑐!" , ⋯ , 𝑐!# , 𝑐# , 𝜎$%

𝑐!" , ⋯ , 𝑐!# , 𝑐#
𝜎!&" , ⋯ , 𝜎!&# , 𝜎$%

2. Commit to Result
3. Integrity of Computation
4. Integrity of Input

Model Holder (MH)

𝑀,

POC.Check(𝑐!! , 𝐷" )



Training Compute PartiesData Holders

← POC.Commit(𝐷")

𝐷"

𝑀 ← 	𝒜( 𝐷 )

𝑐# ← POC.Commit( 𝑀 )

𝜎$% ← SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐#)

SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐# ∥ 𝜎$%) 𝜎!&!

𝑀

𝐷" , 𝑐!!

, 𝑐!" , ⋯ , 𝑐!# , 𝑐# , 𝜎$%

POC.Check(𝑐!! , 𝐷" )

Inference Receipt

𝑐!" , ⋯ , 𝑐!# , 𝑐#
𝜎!&" , ⋯ , 𝜎!&# , 𝜎$%

𝑐' , 𝑐(
𝜎#& , 𝜎)%
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PPML Inference

1. Commit to Input

2. Commit to Result
3. Integrity of Computation
4. Integrity of Input

Inference Receipt

𝑐!" , ⋯ , 𝑐!# , 𝑐#
𝜎!&" , ⋯ , 𝜎!&# , 𝜎$%

𝑐' , 𝑐(
𝜎#& , 𝜎)%

Arc Protocol: Inference (MPC)

𝑦

Computation Parties

𝑐( ← POC.Commit( 𝑦 )

𝜎)% ← SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐# ∥ 𝑐' ∥ 𝑐()

Client

𝑥

𝑦 ← 𝑀 ( 𝑥 )

𝑀,

𝑦,

𝑀 ,

POC.Check(𝑐# , 𝑀 )
𝑥 , 𝑐'

𝑐' ← POC.Commit(𝑥)

POC.Check(𝑐' , 𝑥 )

Model Holder (MH)

, 𝑐!" , ⋯ , 𝑐!# , 𝑐# , 𝜎)%

𝜎#&

𝜎#& ← SIG.Sign(𝑐!" ∥ ⋯ ∥ 𝑐!# ∥ 𝑐# ∥ 𝑐'
∥ 𝑐( ∥ 𝜎!&" ∥ ⋯ ∥ 𝜎!&# ∥ 𝜎$% ∥ 𝜎)%)



Arc Protocol: Auditing
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Audit Compute Parties

𝑓 KernelSHAP

𝑓 Robustness

𝑓 Indiv. Fairness

𝑓 kNNShapley

Arithmetized Auditing Functions

Transparency

Safety

Fairness

Accountability

𝑓Compute

, 𝑥 , 𝑦

Client

𝑥

𝑦,

,

POC.Check(𝑐' , 𝑥 )

POC.Check(𝑐( , 𝑦 )

POC.Check(𝑐# , 𝑀 )

Model Holder (MH) 𝑀

POC.Check(𝑐!! , 𝐷" )

Data Holder (DHi) 𝐷"

Inference Receipt

𝑐!" , ⋯ , 𝑐!# , 𝑐#
𝜎!&" , ⋯ , 𝜎!&# , 𝜎$%

𝑐' , 𝑐(
𝜎#& , 𝜎)%
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𝑐B̅Prover

POC.Check(𝑐'̅ , 𝑥̅ )

Verifiers𝑥̅ 𝑥̅ ,

Arc Protocol
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Training Inference Auditing



Proof of Consistency

22

…

POC.Check (Commitments)

Input: 
Prover: 𝑥̅, 𝑟
Verifiers: 𝑥̅ , 𝑟 and 𝑐'̅

Protocol:
1. 𝑐'̅+ ← COM.Commit 𝑥̅ , 𝑟 and open 𝑐'̅+

2. Check 𝑐'̅ ⇔ 𝑐'̅+
MPC

Cryptographic Hash Functions:
• SHA2 [Kilbertus et al. @ ICML18]
• SHA3 [Segal et al. @ AIES21]
MPC-friendly Hash Functions:
• LowMCHash & PVC Commitments 

[Agrawal et al. @ CCS21] 

𝑐B̅Prover

POC.Check(𝑐'̅ , 𝑥̅ )

Verifiers𝑥̅ 𝑥̅ ,

𝑂 1  storage

Expensive Verification



…

POC.Check (Commitments)

Input: 
Prover: 𝑥̅, 𝑟
Verifiers: 𝑥̅ , 𝑟 and 𝑐'̅

Protocol:
1. 𝑐'̅+ ← COM.Commit 𝑥̅ , 𝑟 and open 𝑐'̅+

2. Check 𝑐'̅ ⇔ 𝑐'̅+
MPC

Proof of Consistency
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𝑂 1  EC-MPC 
computation

…

POC.Check (Commitments)

Input: 
Prover: 𝑥̅ = 𝑥, … 𝑥- , 𝑟 = 𝑟, … 𝑟-
Verifiers: 𝑥̅ , 𝑟 and 𝑐'̅ = 𝑐'$ … 𝑐'%

Protocol:
1. 𝑐'̅+ ← COM.Commit 𝑥̅ , 𝑟 and open 𝑐'̅+

2. Check 𝑐'̅ ⇔ 𝑐'̅+
MPC

…

POC.Check (Homomorphic Commitments)

Input: 
Prover: 𝑥̅ = 𝑥, … 𝑥- , 𝑟 = 𝑟, … 𝑟-
Verifiers: 𝑥̅ , 𝑟 and 𝑐'̅ = 𝑐'$ … 𝑐'%

Protocol:

1. Sample random challenge β←
$
𝔽/

2. Compute P𝑥 = ∑"01 𝑥"2, ⋅ 𝛽" ,	
𝑟̃ = ∑"01 𝑟"2, ⋅ 𝛽"

3. Compute 𝑐̃+ ← PED.Com( P𝑥 , 𝑟̃ ) and open 𝑐̃+

4. Check ∑"01 𝑐'!&$ ⋅ 𝛽" ⇔ 𝑐̃+

MPC

𝑂 𝑑  storage

Cerebro [Zheng et al. @ USENIX Sec’21]

 

𝑂 𝑑  local EC 
computation



Our Proof of Consistency
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Idea: Perform equality test using 
polynomial commitments

…

POC.Check (Polynomial Commitments)

Input: 
Prover: 𝑥̅ = 𝑥, … 𝑥- , 𝑟
Verifiers: 𝑥̅ , 𝑟 and 𝑐'̅

Protocol:

1. Sample random challenge β←
$
𝔽/

2. Compute ρ = ∑"0, 𝑥" ⋅ 𝛽"  and open ρ
3. Prover computes 𝜋 ← PC.Prove(𝑔'̅ , 𝑐'̅ , β, ρ)
4. Each Verifier checks PC.Verify(𝑐'̅ , β, ρ, 𝜋) ⇔ 1

MPC

Polynomial Commitment:
Constant size

𝑂 𝑑  local field operations

+ masking

Verification ≪ 𝑂(𝑑) and supports 
batching for multiple provers



Evaluation

• End-to-end evaluation of Arc (integrated with MP-SPDZ), where POC is instantiated with:
• Ours: Polynomial Commitments (KZG)
• SHA3: Hash-based Commitments [Segal et al. @ AIES21]
• PED: Pedersen Commitments [Cerebro, Zheng et al. @ USENIX Sec’21]

• Setting: 3PC semi-honest / malicious
• Auditing Functions: Indiv. Fairness, KernelSHAP, Robustness, kNNShapley

25* The training overhead for malicious protocols and larger instances of the SHA3 and PED baselines are extrapolated



Evaluation: Training & Inference

Training (1 epoch)

Inference
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Inference Receipt

Ours: Polynomial Commitments
SHA3: Hash-based Commitments
PED: Homomorphic Commitments

5GB 11GB

1.5GB

720B 608B 720B 608B 720B 608B



Evaluation: Auditing
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Auditing

Inference Receipt

Ours: Polynomial Commitments
SHA3: Hash-based Commitments
PED: Homomorphic Commitments



pps-lab.com/research/ml-sec

This Talk:
• Framework for Auditing PPML Pipelines
• New Protocol for Input Consistency in MPC

In the Paper:
• Protocol Extensions for Plaintext Training / Inference
• Arithmetic-to-Arithmetic Share Conversion
• MPC Arithmetizations of Auditing Functions

Future work:
• Robust Auditing Protocols
• Caching Auditing Inputs
• Verifiable Data Removal

28

pps-lab/arc


